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State of California

MULTIPLE AWARD SCHEDULE

Terrapin Technolgy Group, Inc.

CONTRACT NUMBER: | 3-15-70-3213A
CMAS CONTRACT TERM: | 10/08/2015 through 04/30/2019

) Information Technology Goods &
CONTRACT CATEGORY: Services

APPLICABLE

TERMS & CONDITIONS; | September 8, 2014
MAXIMUM ORDER LIMIT: $500,000 -
FOR USE BY: . State & Local Government Agencie:
BASE GSA SCHEDULE NO.: | GS-35F-0216P

BASE SCHEDULE HOLDER: | DeVine Consulting, Inic.

This contract provides for the purchase and warranty of Information
Technology (IT) Consulting Services only. (See page 2 for labor
categories and restrictions applicable to this contract.)

The most current Ordering Instructions and Special Provisions and CMAS Terms and Conditions, products
and/or services and pricing are included herein. All purchase orders issued under this contract incorporate the
following Ordering Instructions and Special Provisions and CMAS Terms and Conditions dated September 8,

2014,

Agency non-compliance with the requirements of this contract may résu!t in the loss of delegated authority to
use the CMAS program. :

Contractor non-compliance with the requirements of this contract may result in contract termination.

N\ _ Effective Date: 10/08/2015
ATEL-OSBY, Program Analyst, California Multiple Award Schedules Unit
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CMAS PRODUCT & SERVICE CODES

The CMAS Product & Service Codes listed below are
for marketing purposes only. Review this CMAS
contract and the base contract identified below for the
products and/or services available on this contract.

IT Consult-LAN/WAN

IT Consult-Project Mgmt

IT Consult-Project Planning

IT Consuit-System Analysis

IT Consult-System Design

IT Consult-System Development

{T Consult-System Implement

IT Consult-System Security
VAILAB ODUCTS 'OR SERVICES
Only the following job titles are available within the
scope of this contract:

Hardware/Network Installation Technician
Hardware/Network Specialist

Principle Network Security Analyst
Program Manager

Project Manager

Senior Systems Engineer

Systems Engineer

You may verify the following current information about
the job fitles available on this CMAS contract at the GSA
eLibrary (using the base GSA confract number identified
below):

o Description of the functional requirements
¢ Minimum education and experience requirements
o  Maximum pricing allowed (lower pricing acceptable)

Access the GSA elibrary at www.gsaelibrary.gsa.gov.
EXCLUDED PRODUCTS AND/OR SERVICES

Infrastructure as a Service (laaS) and Platform as a
Service (PaaS) cloud products.and related services are
not available under this contract.

CMAS BASE CONTRACT

This CMAS contract is based on some or all of the
products and/or services and prices from GSA
Schedule No. GS-35F-0216P (DEVINE CONSULTING,
INC.) with a GSA term of 01/15/2014 through
01/14/2019 including modification 22. The term of
this CMAS contract incorporates an extension of
three months beyond the expiration of the base
GSA contract, and is shown in the “CMAS Term
Dates” on page 1.

Replace “DeVine Consuiting, Inc.” with “Terrapin
Technology Group, Inc.” where “DeVine Consulting,
Inc.” is referenced in the federal GSA muitiple award
Contract Terms and Conditions.

Ordering Instructions and Special Provisions

ISSUE PURCHASE ORDER TO

Agency purchase orders must be mailed to the following
address, or faxed to (916) 5§50-5841:

Terrapin Technology Group, Inc.
1501 Sports Drive, Suite B
Sacramento, CA 95834

Attn: Jean-Paul Taylor

Agencies with questions regarding products and/or
services may contact the contractor as follows:

Phone: (916) 481-1991 Extension 5857
E-mail: jtaylor@terrapintechnology.com

CALIFORNIA SELLER’S PERMIT

Terrapin Technology Group; Inc.'s California Seller's
Permit No. is 101134508. Prior to placing an order with
this company, agencies should verify that this permit is
still valid at the following website: www.boe.ca.gov.

CONTRACT PRICES

The maximum prices allowed for the products and/or
services available in this CMAS contract are those set
forth in the base contract identified on page 2 of this
contract.

The ordering agency is encouraged to seek prices lower

‘than those on this CMAS contfract. When responding to

an agency’s Request for Offer (RFO), the contractor can
offer lower prices to be competitive.

AMERICAN RECOVERY AND REINVESTMENT ACT

. {ARRA)

Ordering departments executing purchases using ARRA
funding must attach the ARRA Supplemental Terms and
Conditions document fo their individual RFOs and
purchase documents. Depariments are reminded that
these terms and conditions supplement, but do not
replace, standard State terms and conditions associated
with this CMAS contract. The ARRA Supplemental
Terms and Conditons can be accessed at
www.documents.dgs.ca.gov/pdipoliproc/ARRATand%20
€081009final.pdf.

WARRANTY

For warranties, see the federal GSA schedule and the
CMAS Terms and Conditions, General Provisions,
CMAS Warranty.

Contractor personnel shall have the experience,
education and expertise as delineated in the CMAS
contract.
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DELIVERY.

1 day after receipt of order, or as negotiated between
agency and contractor and included in the purchase
order, or as otherwise stipulated in the contract.

SHIPPING INSTRUCTIONS

F.O0.B. (Free On Board) Destination. Seller pays the
freight charges.

PURCHASING AUTHORITY DOLLAR THRESHOLD

No CMAS order may be executed hy a State agency
that exceeds that agency’s CMAS purchasing authority
threshold or the CMAS maximum order limit, whichever
is less.

HOW TO USE CMAS CONTRACTS

Agencies must adhere to the detailed requirements in
the State Contracting Manual (SCM) when using CMAS
contracts. The requirements for the following bullets are
in the SCM, Volume 2, Chapter 6 (for non-IT) and the
SCM, Volume 3, Chapter 6 (for IT):

e Develop a Request for Offer, which includes a
Scope of Work (SOW), and Bidder Declaration
form. For information on the Bidder Declaration
requirements, see the SCM, Volume 2, Section
3.5.7 and Volume 3, Section 3.4.7.

e Search for potential CMAS contractors at
www.dgs.ca.gov/pd/Programs/Leveraged/CMAS .aspx,
select “Find a CMAS Contract’. '

o Solicit offers from a minimum of 3 CMAS
_contractors including one. small business and/or
DVBE, if available, who are authorized to sell the
products and/or services needed

¢ |f soliciting offers from a certified DVBE, include the
Disabled Veteran Business Enterprise Declarations
form (Std. 843) in the Request for Offer. This
declaration must be completed and returned by the
DVBE prime contractor andfor any DVBE
subcontractors. (See the SCM Volumes 2 and 3,
Chapter 3)

e This is not a bid transaction, so the small business
preference, -DVBE participation goals, protest
language, infents to award, evaluation criteria,
advertising, etc., are not applicable.

e If less than 3 offers are received, State agencies
must document their file with the reasons why the
other suppliers solicited did not respond with an
offer.

e Assess the offers received using best value
methodology, with cost as one of the criteria.

e Issue a Purchase Order to the selected contractor.
For CMAS transactions under $5,000 only one offer
is required if the State agency can establish and
document that the price is fair and reasonable.

Ordering Instructions and Special Provisions

Local govemments set their own order limits, and are
not bound by the order limits on the cover page of this
contract.

SPLITTING ORDERS

Splitting orders fo avoid any monetary limitations is
prohibited.

Do not circumvent nomal procurement methods by
splitting purchases into a series of delegated purchase
orders (PCC § 10329).

Splitting a project into small projects to avoid either
fiscal or procedural controls is prohibited (SAM

© 4819.34).

MINIMUM ORDER LIMITATION

There is no minimum dollar value limitation on orders
placed under this contract.

MANDATORY REQUIREMENT FOR COMMERCIAL
OFF-THE-SHELF {COTS) TECHNICAL SERVICES

Agencies requesting technical services must require a
minimum of 3 references from the contractor for work

perfomed within the last 2 years. The reference’

narrative must explicitly demonstrate the expertise being
offered on the COTS products and correlate with the
description of services/skills in the referenced CMAS
contract and in the agency Statement of Work.

ORDERING PROCEDURES

1. Order Form

State agencies shall use a -Contract/Delegation
Purchase Order (Std. 65) for purchases and
services.

Local governments shall, in lieu of the State's
Purchase Order (Std. 65), use their own purchase
order document.

Electronic copies of the State Standard Forms can
be found at the Office of State Publishing website.
The site provides information on the various forms
and use with the Adobe Acrobat Reader. Beyond
the Reader capabilities, Adobe Acrobat advanced
features may be utilized if you have Adobe
Business Tools or Adobe Acrobat 4.0 installed on
your computer. Direct link to the Standard Form
65: ‘
hitp://www.dgs.ca.gov/dgs/ProgramsServices/Form
s/FMC/Search.aspx ’
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2. Purchase Orders

State and Local Government agencies are required
to send a copy of each CMAS purchase order to:

Department of General Services

Procurement Division, Data Management Unit
PO Box 989052, MS #2-203

West Sacramento, CA 95798-9052

(or via Interagency Mail Service #2-1)

The agency is required to complete and distribute
the order form. For services, the agency shall
modify the information contained on the order to
include the service peried (start and end date), and
the monthly cost (or other intermittent cost), and
any other information pertinent to the services
being provided. The cost for each line item should
be included in the order, not just system totals.

The contractor must immediately reject orders that

are not accurate. Discrepancies are fo be

negotiated and incorporated into the order prior to
. the products and services being delivered.

3. Service and Delivery after Contract Expiration

The purchase order must be issued before the
CMAS contract end term expires. . However,
delivery of the products or completion of the
services may be after the contract end term expires
(unless otherwise specifically stated in the
contract), but must be as provided for in the
contract and as specified in the purchase order.

4. Multiple Contracts on STD, 65 Order Form

Agencies may include multiple CMAS contracts
from the same contractor on a single Std. 65
Contract/Delegation Purchase Order. For
guidelines, see the SCM, Volumes 2 & 3, Chapter
6.B4.1.

5. Amendments to Agency's Purchase Orders

Agency purchase orders cannot be amended if the
CMAS contract has expired.

The SCM, Volumes 2 & 3, Chapter 6.A5.0 provides
the following direction regarding amendments to all
types of CMAS purchase orders:

Original orders, which include’ options for
changes (e.g., quantity or time), that were
evaluated and considered in the selection for
award during the RFO process, may be
amended consistent with the terms of the original
order, provided that the original order allowed for
amendments. If the original order did not
evaluate options, then amendments are not
allowed unless an NCB is approved for those
amendments. '

Ordering Instructions and Special Provisions

Amendments unique to non-IT services are covered
in the SCM, Volume 2, Chapter 6.B2.9 as follows:

If the original contract permitted amendments,
but did not specify the changes (e.g., quantity or
time), it may be amended. This only applies to
the first amendment. The time shall not exceed
one year, or add not more than 30% of the
original order value and may not exceed
$250,000. If the original contract did not have
language permitting amendments, the NCB
process must be followed.

Also, see the SCM, Volumes 2 & 3, Chapter 8,

Topic 6, for more information on amending
-purchase orders.

CONTRACTOR OWNERSHIP INFORMATION
Terrapin Technology Group, Inc. is a cerfified small

-business enterprise. Their Office of Small Business and

DVBE Services (OSDS) certification #1788553 expires
on 07/31/2016.

if this ceriification has expired, the current expirafion
date for this company’s certification should be verified
at: www.bidsync.com/DPXBisCASB or by contacting
the Office of Smal| Business and DVBE Services at
(916) 375-4940. Note that some eompanies have been
assigned a new certification number, so use the
company name andlor certification number when
checking status on-line.

SMALL BUSINESS MUST BE CONSIDERED

Prior to placing orders under the CMAS program, State
agencies shall whenever practicabie first consider offers
from small businesses that have established CMAS
contracts [GC Section 14846(b)]. NOTE: The
Department of General Services auditors will request
substantiation of compliance with this requirement when
agengcy files are reviswed.

The foll’oWing website lists CMAS Small Business and
Disabled Veteran Partners:

www.das.ca.gov/pd/Programs/Leveraged/CMAS.aspx
then select "Find a CMAS Contractor”.

In response to our commitment to increase participation
by small businesses, the Department of General
Services waives the administrative fee (a fee
currently charged to customer agencies to support
the CMAS program) for orders to certified - small
business enterprises.

See the curmrent fees in the DGS Price Book at:

http://www.dgs.ca.gov/ofs/Pricebook.aspx
SMALL BUSINESS/DVBE - TRACKING

State agencies are able to claim subcontracting dollars
towards their small business or DVBE goals whenever
the Contractor subcontracts a commercially useful
function to a certified small business or DVBE. The
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Contractor will provide the ordering agency with the
name of the small business or DVBE used and the
dollar amount the ordering agency can apply towards its
small business or DVBE goal.

SMALL BUSINESS/DVBE - SUBCONTRACTING

1. The amount an ordering agency can claim towards
achieving its small business or DVBE goals is the
dollar amount of the subcontract award made by
the Contractor to each small business or DVBE.

2. The Contractor will provide an ordering agency with
the following information at the time the order is
quoted:

a. The Confractor will state that, as the prime
Contractor, it shall be responsible for the
overall execution of the fulfiliment of the order.

b. The Contractor will indicate to the ordering
agency how the order meets the small
business or DVBE goal, as follows:

e List the name of each company that is
certified by the Office of Small Business
and DVBE Ceriification that it intends to
subcontract a commercially useful function
to; and

s Include the small business or DVBE
certification number of each company
listed, and attach a copy of each
certification; and

e |Indicate the dollar amount of each
subcontract with a small business or DVBE
that may be claimed by the ordering agency
towards the small business or DVBE" goal;
and :

¢ Indicate what commercially useful function
the small business or DVBE subcontractor
w:g be providing towards fulfilment of the
order.

3. The ordering agency’s purchase order must be

addressed to the prime Contractor, and the
purchase order must reference the information
provided by the prime Contractor as outlined above.

INTEGRATED SERVICES

Agencies are prohibited from using CMAS and/or
Masters for large-scale information technology -system
integration projects except when specifically approved
by the California Department of Technology:

CONSULTING O RSONAL SERVICES

To ensure sufficient expertise for all consulting or
personal services contracts, prior to issuing an order,
the agency is required to review the resumes of all
personnel the confractor intends to use fo fulfill the
order. . Each agency is responsible for verifying that

Ordering Instructions and Special Provisions

contractor personnel meet any education or experience
requirements listed in the CMAS contract.

Each order should contain, as a minimum, a description
of the task, a statement of the contractor's
responsibilities, completion criteria, a list of deliverable
items (if any), the estimated starting date, the scheduled
completion date, and a fixed cost for each task.

The aggregate of the fixed costs for all tasks constitutes
the fixed price ceiling for all tasks described.

1. Prqgress Payments

For IT service contracts, see the CMAS contract IT
Terms and Conditions, Provision #71, CMAS
Progress Payments & Risk Assessment.

2, O-utsourcing Services

Careful analysis must be given by State agencies to
using contracted personnel rather than using civil
‘service positions within State government.

Government Code 19130(c) requirés that all
persons who provide services to the State under
conditions that constitute an employment
relationship shall, unless exempted by Article Vil
(Section 4) of the California Constitution, be
retained under an appropriate civil service
appointment.

Issuing a CMAS purchase order for services to an
independent contractor is permissible when any of
the following conditions set forth in Government
Code Section 19130(b) can be met:

Exempt under Constitution

New State function and legisiative authority
~Service not available; highly specialized or

Technical

Incidental to the purchase or lease

Conflict of interest; need unbiased findings

Emergency appointment

Private counsel, with Attorney General (AG)

approval and Governor’s Office, if applicable

Contractor will provide deliverables that are not

feasible for the State fo provide .

Training when civil service is not available

Urgent, temporary, or occasional services

when civil service delay would frustrate the

purpose (see Option 2 below)

When Justified as outlined above, personal services
must fall under one of the two following options:

Option.1. CMAS orders for personal services such as
project management, independent verification and
validation, systems analysis and design, and
miscellaneous services are not limited to the number of
hours or months per year that a consultant can work if
the services contracted for are not available within civil




CALIFORNIA MULTIPLE AWARD SCHEDULE (CMAS)
TERRAPIN TECHNOLOGY GROUP, INC.
CMAS NO. 3-15-70-3213A

service, cannot be performed safisfactorily by civil
service employees, or are of such a highly specialized
or technical nature that the necessary expert
knowledge, experience, and ability are not available
through the civil service system (Government Code
19130.b (3)).

Option 2. CMAS personal services orders for
programmers, systems analysts, and technical
specialists which are of an urgent, temporary, or
occasional nature, such that hiring additional civil
service positions is not feasible, are limited to nine
months (1548 hours) per consultant within a twelve
consecutive month period (Government Code 19130.b
(10)/California State Constitution, Article Vi, Section 5).

This provision is per agency and is inclusive -of orders
issued on your behalf by ancther agency. Contractors
must wait three (3) months from CMAS order
termination/expiration before submitting the candidate’s
resume for work at the same agency/department.

For both options above, the contractor may conduct
training courses for which appropriately qualified civil
service instructors are not available, provided that
permanent instructor positions in academies or similar
settings shall be filled through civil service appointment
{Government Code 19130.b (9)). .

For each order, the agency must prepare and refain
in their file a written justification that includes
specific and detailed factual Information that
demonstrates that the contract meets one or more
of the conditions set forth in Government Code
19130(b).

3. State Personnel Board Requirements

State Personnel Board (SPB) approval is required
for a purchase order based on cost savings to the
"State as justification for not using civil service
personnel.

4. Statement of Work

A Statement of Work (SOW) must be prepared as
applicable for each Purchase Order. Information
regarding the preparation of a SOW is available at
www.dgs.ca.gov/pd/Programs/Levéraged/C g
then select “For State Agentcies”. Agencies are
strongly encouraged to use this information when
developing SOW requirements that will accompany
the Request for Offer and the resulting Purchase
Order.

5. Follow-on Contracts are Prohibited

No person, firm, or subsidiary thiereof who has been
awarded a purchasée order for consulting services,
or a purchase order that includes a consulting
component, may be awarded a puichase order for
the ‘provision of sefvices, delivery of goods or
supplies, or any other related action which is

Ordering Instructions and Special Provisions

Tequired, suggested, or otherwise deemed
appropriate as an end product of the purchase
order (Public Contract Code 10365.5).

Therefore, any consultant who develops a program
study or provides formal recommendations is
precluded from providing any work recommended
in the program study or the formal
recommendation.

OPEN MARKET/INCIDENTAL, NON-SCHEDULE
ITEMS

The only time that open market/incidental, non-schedule
items may be included in a CMAS order is when they
fall under the parameters of the Not Specifically Priced
(NSP) Items provision. If the NSP provision is not
included in the schedule, or the products and/or

services required do not qualify under the parameters of -

the NSP provision, the products and/or services must be
procured separate from CMAS.

STATE AND LOCAL GOVERNMENTS CAN USE
CMAS

State and local government agency use of CMAS
contracts is optional. A local government is any city,
county, city and county, district, or other local
governmental body or corporation, including UC, CSU,
K-12 schoals and community colleges empowered to
expend pubiic funds. While the State makes this
confract available, each local government agency
should make its own determination whether the CMAS
program is consistent with their procurement policies
and regulations.

UPDATES AND/OR CHANGES

A CMAS amendment is not required for updates and/or
changes once the update and/or change becomes
effective for the federal GSA schedule, except as
follows:

e A CMAS amendment is required when the contract
is based on products and/or services from another
contractor's multiple award contract and the
contractor wants to add a new manufacturer's
products and/or services.

e A CMAS amendment is required for new federal
contract terms and conditions that ' constitute
material difference from existing contract terms and
conditions. A material change has a potentially
significant effect on the delivery, quantity or quality
of items provided, the amount paid to the contractor
or on the cost to the State.

e A CMAS amendment is required for changes to.

contracts that require California Prison Industry
Authority (CALPIA) approval.

A CMAS amendment is required to update and/or
change terms and conditions and/or products and
services based on a non-federal GSA multiple award
contract.
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SELF-DELETING FEDERAL GSA TERMS AND
CONDITIONS

Instructions, or terms and conditions that appear in the
Special ltems or other provisions of the federal GSA and
apply to the purchase, license, or rental (as applicable)
of products or services by the U.S. Government in the
United States, and/or to any overseas location shall be
self-deleting. (Example: "Examinations of Records"
provision).

Federal reguiations and standards, .such as Federal
Acquisition Regulation (FAR), Federal Information
Resources Management Regulation (FIRMR), Federal
Information Processing Standards (FIPS), General
Services Administration Regulation (GSAR), or Federal
Instaliment Payment Agreement (FIPA) shall be self-
deleting. Federal blanket orders and small order
procedures are not applicable.

ORDER OF PRECEDENCE

The CMAS Terms and Conditions shall prevail if there is
a conflict between the terms and conditions of the
contractor's federal GSA, (or other multiple award
contract), packaging, invoices, catalogs, brochures,
technical data sheets or other documents (see CMAS
Terms and Conditions, CONFLICT OF TERMS). .
PLICABLE C | AND

Al California codes, policies, and guidelines are
applicable. THE USE OF CMAS DOES’NOT REDUCE
OR RELIEVE STATE AGENCIES OF THEIR
RESPONSIBILITY TO MEET STATEWIDE
REQUIREMENTS REGARDING CONTRACTING OR
THE PROCUREMENT OF GOODS OR SERVICES.
Most procurement and contract codes, policies, and
guidelines are incorporated into CMAS contracts.
Nonetheless, there is no guarantee that every possible
requirement that pertains to all the different and unique
State processes has been included.

STATEWIDE PROCUREMENT REQUIREMENTS

Agencies must carefully review and adhere to all
statewide procurement requirements in the SCM,
Volumes 2 and 3, such as:

e Automated Accounting System requirements of
State Administrative Manual (SAM) Section 7260-
62

e Productive Use Requirements, per the SCM,
Volume 3, Chapter 2, Section 2.B6.2.

o SAM Sections 4819.41 and 4832 certifications for
information  technology = procurements and
compliance with policies.

Services may not be paid for in advance.

Agencies are required to file with the Department of
_Fair Employment and Housing (DFEH) a Contract
Award Report Std. 16 for each order over $5,000

Ordering Instructions and Special Provisions

within 10 days of award, including supplements that
exceed $5,000. )

e Pursuant to Public Contract Code Section 10359
State agencies are to report all Consulting Services
Contract activity for the preceding fiscal year to
DGS and the six legislative - committees and
individuals that are listed on the annual
memorandum from DGS.

e Pursuant to Unemployment Insurance Code
Section 1088.8, State and local govemment
agencies must report to the Employment
Development Department (EDD) all payments for
services that equal $600 or more to independent
sole proprietor contractors. See the Contractor's
Std. 204, Payee Data Record, fo determine sole
proprietorship. For inquiries regarding this subject,

~contact EDD at (916) 651-6945 for technical
questions or (888) 745-3886 for information and
forms. .

e Annual small business and disabled veteran
reports.

¢ Post evaluation reports. Public Contract Code
10369 requires State agencies to prepare post
evaluations on form Std. 4 for all completed non-IT.
consulting services contracts of more than $5,000.
Copies of negative evaludtions for non-IT
consulting services only must be sent to the DGS,
Office of Legal Services. The Bureau of State
Audits requires State agencies annually to certify

_ compliance with these requirements.

ETHNICITY/RACE/GENDER REPORTING

REQUIREMENT

Effective January 1, 2007, in accordance with Public

Contract Code 10111, State agencies are to capture '
information on ethnicity, race, and gender of business

owners (not subcontractors) for all awarded confracts,

including CAL-Card tfransactions. Each department is

required to independently report this information to the

Governor and the Legislature on an annual basis.

Agencies are responsible for developing their own
guidelines and forms for collecting and reporting this
information,

Contractor participation is voluntary.
PAYMENTS AND INVOICES
1. Payment Terms

Payment terms for this contract are net 45 days.

Payment will be made in accordance with the
provisions of the Califomia Prompt Payment Act,
Government Code Section 927 et. seq. Unless
expressly exempted by statute, the Act requires
State agencies to pay properly submitted,
undisputed invoices not more than 45 days after (i)
the date of acceptance of goods or performance of
services; or (i) receipt of an undisputed invoice,
whichever is later.
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Payee Data Record (Std. 204)

Each State accounting office must have a copy of
the Contractor's Payee Data Record (Std. 204) in
order to process payment of invoices. Contractors
are required to provide a copy of their Std. 204
upon request from an agency customer. Agencies
should forward a copy of the Std. 204 to their
accounting office. Without the Std. 204, payment
may be unnecessarily delayed.

DGS Administrative and Incentive Fees

Orders from State Agencies:

The Department of General Services (DGS) will bill
each State agency directly an administrative fee for
use of CMAS contracts. The administrative fee
should NOT be included in the order total, nor
remitted before an invoice is received from DGS.
This administrative fee is waived for CMAS
purchase orders issued to California certified small
businesses.

See the current administrative fees in the DGS
Price . Book at:
http:/mww.dgs.ca.gov/ofs/Pricebook.aspx.

~ Orders from Local Goveriiment Agencies:

Effective for CMAS orders dated 1/1/2010 or later,
CMAS contractors, who are not California certified
small busiriesses, are required to remit to the DGS
an incentive fee equal to 1% of the total of all local
government agency orders (excluding sales tax and
freight) plaoed agalnst their CMAS contract(s). This
incentive fee is in lieu of local govemment agencies
being - billed the above referenced DGS
administrative fee. :

This incentive fee is waived for CMAS purchase
orders’ issued to California certified small
businesses.

The check covering this fee shall be made payable
to the Depariment of General Services, CMAS Unit,
and mailed to the CMAS Unit .along with the
applicable Quarterly Report. See the provision in
this contract entitied "Contractor Quarterly Report
Process" for information on when and where to
send these checks and reports.

Contractor Invoices

Unless otherwise stlpulated the contractor must
send their invoices to the agency address set forth
in the purchase order. Invoices shall be submitted
in triplicate and shall include the following;

Contract number
Agency purchase order number
Agency Bill Code
Line item number

Ordering Instructions and Special Provisions

e  Unit price
« Extended line item pnoe
s invoice total

State sales tax and/or use tax shall be itemized
separately and added to each invoice as applicable.

The company hame on the CMAS coritract,
purchase order and invoice must matich or the State
Controller's Office will not approve payment.

Advance Payments

Advance payment is allowed for services only
under limited, narrowly defined eircumstances, e.g.,
between specific departments and certain types of
non-profit organizations, or when paying another
government agency (GC 11256 - 11263 and
11019).

It is NOT acceptable to pay in advance, except
software maintenance and license fees, which are
considered a subscription, may be paid in advance
if a-provision addressing payment in advance is

included in the purchase order.

Warranty upgrades and extensions may also be
paid for in advance, one time.

Credit Card

Terrapin Technology Group, Inc. accepts the State
of California credit card (CAL-Card).

A Purchasing Authority Purchase Order (Std. 65) is
required even when the ordering department
chooses to.pay the contractor via the CAL-Card.
Also, the DGS administrative fee is applicable for all
CMAS orders to suppliers not California certified as
a small business.

Lease/Purchase Analysis '

State agencies must complete a Lease/Purchase
Analysis (LPA) to determine best value when
contemplating a lease/rental, and retain a copy for
future audit purposes (SAM 3700).. Approval by the
Department of General Services is not required.

Leasing

Except for Federal Lease to Own Purchase (LTOP)
and hardware rental provisions with no residual
value owed at end term ($1 residual value is
acceptable), Federal GSA Lease provisions are
NOT available -through CMAS because the rates
and contract terms and conditions are not
acceptable or applicable to the State.

SEAT Management financing options are NOT
available through this contract.
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As an alternative, agencies may consider financing
through the State’s financial marketplace GS
$Mart™. All terms and conditions and lenders are
pre-approved for easy financing. The GS $Mart™
Internet address is
www.dos.ca.gov/pd/programs/statefinanciaima

sbx. Buyers may contact the GS $Mart™
Administrator, Patrick Mullen by phone at (916)
3754617 or via e-mail ©at

patrick.mullen@dgs.ca.gov for further information.
CONTRACTOR QUARTERLY REPORT PROCESS

Contractors are required to submit a detailed CMAS
Business Activity Report on a quarterly basis to the
CMAS Unit. See Attachment B for a copy of this form
and instructions.

This report shall be mailed to:

Department of General Services
Procurement Division — CMAS Unit
Attention: Quarterly Report Processing
PO Box 989052, MS #2-202

West Sacramento, CA 95798-9052

Reports that include checks for incentive fees or that
exceed a total of 5 pages must be mailed and shall not
be faxed or e-mailed. All other reports may be faxed or
e-mailed to the attention of Quarterly Repoit Processing
as follows:

CMAS Unit Fax Number: (916) 375-4663
CMAS Unit E-Mail: cmas@dgs.ca.gov

For the full instructions on completing and submitting
CMAS Quarterly Business Activity Reports, and a soft
copy of a blank quarterly report form, go to

www.dgs.ca.gov/pd/Programs/l everaged/CMAS aspx,
and then select “For Suppliers/Contractors”.

Important things to remember regarding CMAS
Quarterly Business Activity Reports (referred to as
“reports” below): ’

e A report is required for each CMAS contract each
quarter, even when no new purchase orders are
received in the quarter. ’

e A separate report is required for each CMAS
contract. )

e Each purchase order must be reported only once in
the quarter identified by the purchase order date,
regardiess of when the services were performed,
the products were delivered, the invoice was sent,
or the payment was received.

e Purchase orders from State and local government
agencies must be separated on the report, as
shown in the instructions.

» Contractors must report the sales activity for all
resellers listed on their CMAS contract.

e Any report that does not follow the required format
or excludes required information will be deemed
incomplete and returned to the contractor for
corrections.

Ordering Instructions and Special Provisions

o Taxes and freight must not be included in the
report.

e For CMAS orders dated 1/1/2010 or later,
contractors are no'longer required to attach copies
of purchase orders to their reports. This changed
requirement will begin on Q1-2010 reports, which
are due 4/15/2010. .

o For CMAS orders dated 1/1/2010 or later,
contractors who are not California certified small
businesses must attach to their quarterly report a
check covering the required incentive fee for all
CMAS sales to local government agencies (see
more information below). This new requirement will
start on Q1-2010 reports, which are due 4/15/2010.

» New contracts, contract renewals or extensions,
.and contract modifications will be approved only if
the contractor has submitted all required quarterly
reports and incentive fees.

CMAS Quarterly Business Activity Reports are due in
the CMAS Unit within two weeks after the end of each
quarter as shown helow:

Quarter 1 Jan 1 to Mar 31 ‘Due Apr 15
Quarter 2 Apr 1 to Jun 30 Due Jul 15
Quarter 3 Jul 1 to Sep 30 Due Oct 15
. Quarter 4 Oct 1 to Dec 31 Due Jan 15

CONTRACTOR QUARTERLY INCENTIVE FEES

CMAS contractors who are not Califomnia certified small
businesses must remit to the DGS an incentive fee
equal to 1% of the total of all local govemment agency
orders (excluding sales tax and freight) placed against
their CMAS contract(s). This incentive fee is in lieu of
local government agencies being billed the above
referenced DGS administrative fee.

CMAS contractors cannot charge local govemment
agencies an additional 1% charge on a separate line
item to cover the incentive fee. The contractor must
include the 1% incentive fee in the price of the products
or services offered, and the line item prices must not
exceed the applicable GSA prices.

A local government agency is any city, county, district,
or other local governmental body, including the
Califormia State University (CSU) and Universify of
Califomia (UC) systems, K-12 public schools and
community colieges empowered to expend public funds.

Thié incentive fee is waived for CMAS purchase orders
issued to California certified small businesses.

The check covering this fee shall be made payable to
the Department of General Services, CMAS 'Unit, and
mailed to the CMAS Unit along with the applicable
Quarterly Report. See the provision in this contract
entitted “Contractor Quarterly Report Process® for
information on when and where to send these checks
and reports.
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CONTRACTOR PROVIDES COPY OF THE
CONTRACT AND SUPPLEMENTS

CMAS contractors are required o provide the entire
contract that consists of the following:

» Cover pages with DGS logo and CMAS analyst's
signature, and Ordering Instructions and Special
Provisions.

o California CMAS Terms and Conditions.

e Federal GSA Terms and Conditions (unless
otherwise stipulated in the CMAS contract).

s Federal GSA products, services, and price list
(unless otherwise stipulated in the CMAS contract).

e  Supplements, if applicable.

It is important for the agency to confirm that the required
products, services, and prices are included in the
contract and are at or below contract rates. To
streamline substantiation that the needed items are in
the contract, the agencies should ask the contractor to
identify the specific pages from the contract that include
the required products, services, and prices. Agencies
should save these pages for their file documentation.

CONTRACTORS ACTING AS FISCAL AGENTS ARE
PROHIBITED

When a subcontractor ultimately provides all of the
products or performs all of the services that a confractor
hHas agreed to provide, and the prime contractor only
handles the invoicing of expenditures; then the prime
contractor's role becomes that of a fiscal agent because
it is merely administrative in nature, and does not
provide a Commercially Useful Function (CUF). It is
unacceptable to use fiscal agents in this manner
because the agency is paying unnecessary
administrative costs.

GENCY RESPONSIBIL

Agencies must contact contractors to obtain copies of
the contracts and compare them for a best value
purchasing decision.

Each agency is responsible for its own contracting
pragram and purchasing decisions, including use of the
CMAS program and associated outcornes.

This responsibility includes, but is not necessarily limited
to, ensuring the necessity of the services, securing
appropriate funding, complying with laws and policies,
preparing the purchase order in a manner that
safeguards the State’s interests, obtaining required
approvals, and documenting’ compliance. with
Govemnmerit Code 19130.b (3) for outsourcing services.

It is the responsibility of each agency to consult as
applicable with their legal staff and contracting offices
for advice depending upon the scope or complexity of
the purchase order.

Ordering Instructions and Special Provisions
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If you do not have legal services available to you within
your agency, the DGS Office of Legal Services is
available to provide services on a contractual basis.

CONFLICT OF INTEREST

Agencies must evaluate the proposed purchase order to
determine if there are any potential conflict of interest
issues. See the attached CMAS Terms and Conditions,
Conflict of Interest, for more information.

FEDERAL DEBARMENT

When federal funds are being expended, the agency is
required to obtain (retain in file) a signed “Federal
Debarment” certification from the contractor before the
purchase order is issued.

This certification is requited by the regulations
implementing Executive Order 12549, Debarment and
Suspension, 28 CFR Part 98, Section 98.510,
Participants; responsibilitiecs. The regulations were
published as Part. VIl of the May 26, 1988 Federal
Register (pages 19160-19211).

CONTRACTOR TRAVEL

The . provision for fravel expense reimbursement. is
included in this contract. ‘

It is important the agency and contractor discuss
necessary travel requirements prior to issuing the
purchase order because the detail and cost (only as
allowed for in the contract) must be included in the
agency purchase order to be payable.

State agencies may only reimburse travel and per diem
expenses according to State travel fime and per diem
rules for State employees. All travel and per diem
expenses must be within the contract parameters,
incorporated into the purchase order, and supported by

receipts. For the current travel and per diem
reimbursement rates, go to the Department of
Personnel Administration’s website at

hitp://www.dpa.ca.gov/personnel-
policiesftravel/main.htm

Notwithstanding the contract provisions, the State will.
not be responsible for the cost of travel to bring
contractor personnel from out-of-state to the job site
(unless specifically arranged by agency in advance). i
requested by the agency, the State will be responsible
for reimbursement of travel expenses from one
California agency site to another.

State agencies should refer to SAM Section 0774
“Travel and Related Reimbursement of Persons Not
State Employees”, when transportation and per diem
costs are to be reimbursed by the State.

Local government agencies will pay travel and per diem
expenses according to their statutory requirements.
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LIQUIDATED DAMAGES FO E DELIVERY

The value of the liquidated damages cannot be a
penalty, must be mutually agreed upon by agency and
contractor and included in the purchase order to be
applicable.

ACCEPTANCE TESTING CRITERIA

If the agency wants to include acceptance testing for all
newly installed technology systems, and individual
equipment, and machines which are added or field
modified (modification of a machine from one model fo
another) after a successful performance period, the test
criteria must be included in the purchase order fo be
applicable.

AMERICANS WITH DISABILITY ACT (ADA)

Section 504 of the Rehabilitation Act of 1973 as
amended,; Title VI and VI of the Civil Rights Act of 1964
as amended; Americans with Disabilities Act, 42 USC
12101; California Code of Regulations, Title 2, Title 22;
Califomia Government Code, Sections 11135, et seq.;
and other federal and State laws, and Executive Orders
prohibit  discrimination. All programs, activities,
employment opportunities, and services must be made
available fo "all persons, including persons with
disabilities. = See Attachment A for Procurement
Division’'s ADA Compliance Policy of Nondiscrimination
on the Basis of Disability.

Individual government agencies are responsible for self-
compliance with ADA regulations. '

Contractor sponsored events must provide reasonable
accommodations for persons with disabilities.

DGS PROCUREMENT DIVISION CONTACT AND

PHONE NUMBER.

Department of General Services
Procurement Division, CMAS Unit
707 Third Street, 2™ Floor, MS 202
West Sacramento, CA 95605-2811

Phone# (916) 3754363
Fax#  (916) 375-4663

Ordering Instructions and Special Provisions ' 11
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ATTACHMENT A
ADA NOTICE

Procurem'ent Division (State Department of General Services)
AMERICANS WITH DISABILITIES ACT (ADA) COMPLIANCE:
POLICY OF NONDISCRIMINATION ON THE BASIS OF DISABILITY

To meet and carry out compliance with the nondiscrimination requirements of
the Americans With Disabilities Act (ADA), it is the policy of the Procurement
Division (within the State Department of General Services) to make every
effort to ensure that its programs, activities, and services are available to all
persons, including persons with disabilities.

For persons with a disability needing a reasonable accommodation to
participate in the Procurement process, of for persons having questions
regarding reasonable accommodations for the Procurement process, please
contact the Procurement Division at (916) 375-4400 (main office);, the
Procurement Division TTY/TDD (telephone device for the deaf) or California
Relay Service numbers which are listed below. You may also contact directly
the Procurement Division contact person who is handling this procurement.

IMPORTANT: TO ENSURE THAT WE CAN MEET YOUR NEED, IT IS
BEST THAT WE RECEIVE YOUR REQUEST AT LEAST 10 WORKING
DAYS BEFORE THE SCHEDULED EVENT (i.e., MEETING,
CONFERENCE, WORKSHOP, etc.) OR DEADLINE DUE-DATE FOR
PROCUREMENT DOCUMENTS.

The Procurement Division TTY telephone numbers are:

Sacramento Office: (916) 376-1891
Fullerton Office: (714) 773-2093

The California Relay Service Telephone Numbers are:
Voice 1-800-735-2922 or 1-888-877-5379
TTY: 1-800-735-2929 or 1-888-877-5378
Speech-to-Speech: 1-800-854-7784

Ordering Instructions and Special Provisions 12
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ATTACHMENT B
CMAS QUARTERLY BUSINESS AG‘TMTY REPORT

Instructions for completing the CMAS Quarterly Business Activity Report

Complete the top of the form with the appropriate information for your company.

2. Agency Name - ldentify the State agency or Local Government agency that issued the order.

Purchase Order Number - Identify the purchase order number (and amendment number if
applicable) on the order form. This is not your invoice number. This is the number the State agency
or Local Government agency assigns to the order.

Purchase Order Date - Identify the date the purchase order was issued, as shown on the order.
This is not the date you received, accepted, or invoiced the order.

Agency Billing Code - Identify the State agency billing code. Thisis a ﬁve—dlglt number identified on
the upper right hand corner of the Std. 65 purchase order form. You must identify this number on all -
purchases made by State of California agencies. Billing codes are not applicable fo Local
Government agencies.

Total Dollars Per PO - Identify the total doliars of the order excluding tax and freight. Tax must NOT
be included in the quarterly report, even if the agency includes tax on the purchase order. The total
dollars per order should indicate the entire purchase order amount (less tax and freight) regardless of
when you invoice order, perform services, deliver product, or receive payment.

7. Agency Contact - Ideri,tify the ordering agency's contact person on the purchase order.
8. Agency Address - Identify the ordering agency’s address on the purchase order.

10.
11.

12.

Notes:

Phone Number - Identify the phone number for the ordering agéncy‘s contact person.

Total State Sales & Total Local Sales - Separately identify the total State dollars and/or Local
Government agency dollars (pre-tax) for all orders placed in quarter.

1% Remitted to DGS - Identify 1% of the total Local Government agency dollars reported for the
quarter. This is the amount to be remitted to DGS by contractors who are not California certified
small businesses.

Grand Total - Identify the total of all State and Local Government agency dollars reported for the
quarter.

A report is required for each CMAS contract, each quarter, even when there are no new orders for the
guarter.
Quarterly reports are due two weeks after the end of the quarter.

Ordering Instructions and Special Provisions 14
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1.

DEFINITIONS: Unless otherwise specified in the Statement
of Work the following terms shall be given the meaning
shown, unless context requires otherwise.

a)

b)

c)

9

€)

2

h)

"Acceptance Tests" means those tests performed
during the Pesformance Period which are intended: to
determine compliance of Equipment and Software with
the specifications and all other Attachments. incorporated
herein by reference and to determine the reliability of the
Equipmert.

"Application Program™ means a compuies program
which is intended to be executed for the purpese of
performing useful work for the user of the information
being processed. Application programs are developed
or otherwise acquired by the wuser of the
Hardware/Sofiware system, but they may be. supplied by
the Contractor.

“Attachment” means a mechanical, electscal, or
electronic interconnection o the Contractor-supplied
Machine or Systern of Equipment, manufachured by
other than the onginal Equipment manufacturer, that is
ot connected by the: Coniractor.

“Business enfity” means any Individual, business,.

partnership, joint venture, corporafion, S-cofporatien,
limited Habllity company, soie proprictorship, joint stoek
company, consorlium, or other private legal eniity
recognized by statute.

" “Buyer” means the State’s authorized contracting

officiat. .

or regulafly used that () has beem sold, leased, ar

licensed to the general publie; @) has been offered for
sale, leage, o license to the general public; ()} has not
been offered, sold, leased, or iicensed to. the public but
will be available for commercial sale, lease, or license in
time to satisfy the: delivery requirements of this Contract;
or (iv} satisfies criterion expressed In (), (. or (¥} above
and would require onty minot modffications to meet the:
requirements of this Confract.

“Gommercial Software” means Software developed ar
regularly used that: §} has been sold, leased, or licensed
to the general public; (§} has been offered for sale,
lease, of license: to the generat public; (iii} has not been
offered, sold, leased, or licensed to the public but will be:
available for commercial sale, lease, of icense in time ta
satisfy the delivery requirements of this Coniract; or (iv}
satisfies & criterion expressed in @), (1), or (iii} above and
would require only minor memﬁcaﬁms to meet the
requirements of this Gontract.

“Contract” means this Contract or agreement (including
any ‘purchase order), by whatever name known or in
whatever format used.

“Custom Software™ means Software that does not
meet the definition of Commercial Software.

K

.m)

n)

)

p)

Q

n

“Contractor” means the Business Entity with whom the
State enters into this Contract. Contractor shall be
synonymous with “supplier”, “vendor” or other similar
term.

"Data Processing Subsystem™ means a complement
of Contractor-fumished individual Machines, including
the necessary controlfing elements (or the functional
equivalent), Operating Software and Software, if any,
which are acquired to operate as an integrated group..
and which are interconnected entirely by Contractor-
supplied power and/or signal cables; e.g., direct access
controller and drives, a cluster of terminals. with their
controller, etc.

"Data Processing System (Systam]" means the tfotal
compiement of Contractor-furnished Machines, including
one or more central processors {(or instruction
processors), Oparating Software which are acquired to
operafe as an integrated group.

“Deliverablos™ means Gonds, Software, Information
Technology, telecommunications technology, Hardware,
and other items (e.g. reports) to be delivered pursuant to-
this Contract, including any such ilems furmnished incident,
to the provision of services.

"Designated -CPU(s)* means for each product, i
applicable, the central processing unit of the computers
or the server unit, including any associated peripheral
units. i no specific: “Designated: GPL(sY" are specified
on the Contract, the term shall mean any and all CRUs
located at the siter specified therein.

“Decumentation™ means manuals and ather printed
materials necessary or useful to the State in its use or
maintenance of the Equipment or Sofiware provided
hereunder. Manuals and other prinded materials
cusiomized for the State hereunder constifute Work

Product if such materials are required by the Staterent

of Wark.

“Equipment™ is an all-inclusive term which refers either
to individual Machines. or to & complete Data Processing
System or subsystem, including fts Hardware and
Operating Software (if any}.

“Equipment Failure™ is a malfunction in the Equipment,
excluding all external factors, which prevents the
accomplishment of the Equipment's intended function{sk.

f microcode of Operating Software residing in the

Equipment is necessary for the proper operation of the
Equipment, a fallure of such microcede or QOperating
Software which prevents the accomplishment of the
Equipment’s intended functions shall be deemed to be
an Equipment Failure.

"Facility Readiness Date™ means the date specified in
the Statement of Work by which the State must have the
site prepared and available for Equipment delivery and
instaliation.

REVISED AND EFFECTIVE SEPTEMBER 8, 2014
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s)

u)

v)

w)

b}

)
2)
aa)

bb)

cc)

dd)

“@Goods™ means all types of tangible personal property,
inciuding but not limited to materials, supplies, and
Equipment (including computer and telecommunications
Equipment}.

"Hardware" usually refers to computer Equipment and is
contrasted with Sofiware. See also. Equipment.
"Installation Date™ means the date specified in the
Statement of Work by which. the Contracter must have
the ordered Equipment ready (certified) for use by the
State. .

"Information. Technalogy™ includes, but is not limited
to, all electronic technology systems: and services,
automated information bandling, Sysiem design and
analysis, conversion of data, computer prograrmming,
Information storage and retrieval, telecommunications
which include voice, video, and data commaunications,
raquisite System eantrols, simulation, electranic
commerce, and all related interactions between peaple
and Machines.

"Machine™ means an individuat umit of a Data
Processing System or subsystem, separately identified
by a type and/or model numbes, comprised of but not
limited to mechanical, electro-mechanical, and electronic
parts, microcode, and: special features installed theteon
and including any necessary Software, e.g.. central
progessing unit, memory module, tape unit, card reader,
ete,

"Machine Alteration™ means any change to a
Contractor-supplied Machine which is not made by the
Contractor, and. which results in the Machine deviafing
from its physical, mechanical, elecirical, or electronic
(including microcode} design, whether or not additional
devices or parts.are employed in making such: change.
“Maintenance Diagnostic Routines® means the
diagnostic programs custemarily used by the Contractor
to test Equipment for proper functioning and reliability.
“Manufacturing Materials” means patts, tools, dies,
jigs, fixtures, plans, drawings, and: infoemation. produced
or acquired, or rights acquired, speclfically to fulfill
obligations set foeth herein.

"Mean Time Between Failure (MTBF)" means the
average expected or observed time between
consecutive failures.in a System or component.

"Mean; Time fo Repair (WITR)" means the average
expected or observed time requited to repalr a System:
or component and return % to nermal aperatien.
"Qperating Software” means those roufines, whether
or not identified as Program: Progucts, that reside in the
Equipment and are required for the Equipment to
perform its intended functianés), and which interface the
operator, other Contractor-supplied programs, and user

-programs: ip the Equipment.

“Operational Use Time" means for performance
measurement purposes, that time during which

ee)

a9)

hh)

i)

n

kk)

1y

Equipment is in actual gperafion by the State. For
maintenance Operational Use Time purposes, that time
during which Equipment is in actual operation and is not
synonymous with power on time..

“Perlod. of Mainfenance Coverage" means the period
of time, as selected by the Stafe, during which
maintenance services are provided by the Contractor for
a fixed monthly charge, as opposed to an hourly charge
for services rendered, The Periagd of Maintenance
Coverage consisis of the Prncipal Period of
Maintenance and any additional hours of coverage per
day, andlor increased coverage for weekends and
holidays.

"Preventive Maintenance™ means: that maintenance,
performed on & scheduled basis by the Contractor,
which is designed to keep the Equipment In proper
operating condition,

"Pringipal Perfod of Maintenance™ means any nine
consecutive hours per day (usually between the hours of
7:00 am. and 6:00 p.m.) as selected by the State,
including an official meal periad not to exceed one hour,
Monday through Friday, excluding halidays observed at
the installation. '

“"Programming Alds" means Contractor-supplied
programs and' routines executable on the Contractor's
Equipment which assists a progmmmer in the
development of applications including language
processors, sorts, communications medules, data base
management systems, and utility reutines, (tape-fo-disk
routines, disk-to-print routines, efc.}.

"Program Product" means programs, routines,
subroutines, and related Items which: are' propsietary to
the Contractor and which are licensed to the State for its
use, usually on the basis of separately stated charges
and apprapriate contractual provisions,

“Remedial Maintenance” means that maintenance
performect by the Confiactor which results from
Equipment (ncluding Qperating Software), failure, and
which s performed: as required, Le., on an unscheduled
basis:

“Softwara" means an all-inclusive term which refers to

-any computer programs, routines, or subroutines

supplied by the Contractor, including Operating
Software, Programming Aids, Application Programs, and
Program Produets.

“Software Fallure” means a malfunction in the
Contractar-supplied Software, other tham Operafing
Software, which prevents the: accomplishment of work,
even though the Equipment {ncluding its Operating
Software) may still be capable of operating properly. For
Operating Sofiware failure, see definition of Equipment

- Failure.
mm) “State® means fhe government of: the: State aof

California, its employees and authorized representatives,

REVISED AND EFFECTIVE SEPTEMBER 8, 2014
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2,

including without limitation any department, agency, or
other unit of the government of the State of California.

nn) “System" means the complete collection of Hardware,
Software and services as deseribed in this Contract,
integrated and functioning together, and performing in
accordance with this Contract.

00) “U.S. intellectual Property Rights® means Intellectuat
property rights enforceable in the United States of
America, inchuding without limitation rights in trade
secrets, copyrights, and U.S. patents.

CONTRACT FORMATION: K this Contract results from a
Letter of Offer, then Confractor's offer is deemed a fizm offer
and this Confract document is the State's acceptance of that
offer..

COMPLETE INTEGRATION: This Confract, inckiding any
documents incorporated herein hy express referemce, is
infended to be a complete integration and there: are no prior
or contemperanecus different of additiongl agreements
pertalning to the: subject matter of the Contract.

SEVERABILITY: The Contractor and the Siafe agree that ¥
any provision of this Contract is found to be illegal or
unenforceable, such term or provision shali ba deemed
stricken and the remainder of the. Contract shaif remain In fult
force and effect. Eithee pacty having knowledge of such tarm
ar provision shalt promptly infozm the: other of the presumed’

non-applicability of such provision.

INDEPENDENT CONTRACTOR: Contractor and the agents
and employees of Gontractor, in the periormance of thig
Contract, shall act in an independent capacity and nol as
officers or employees or agents of the State.

APPLICABLE LAW: This Contract shall be govemed by and
shall be Interpreted In accordance with the laws of the Stater
of California; venue of any action brought with regard to this.
Contract shall be -in Sacramento Counly, Sacramento,
Califomia. The Unifed Nstions Convention on Contracts for
the international Sale of Goods™ shalt not epply te this
Contract.

COMPLIANCE WITH STATUTES AND REGULATIONS:

a) The State and the Contractor warrants and cextifies that
in the performance of this Contract, it will comply with all
applicable statutes, rules, regulations and orders of the
United States and the State of California. The
Contractor agrees to indemnify the State against any
loss, cost, damage or liability by feason of the
Contractor's violation of this prevision,

b} The State wilt notify Contractor of any such elaim in
wiiting and tender the defense thereof within a
reasonable tite; apg

¢} The Cantractor will have sale control of the defense of
any action on such claim ard all negotiations for #s
settlement or compromise; provided that (} when
substanfial principles of govemment or public law are
involved, when litigation might create pracedent affecting
future State operations or liability, or when involvement
of the State is otherwise mandated by law, the State
may participate in such action at its own expense with
respect to attormeys” fees and cests (but not liability); 4}
where a settiement would impose Eability on the State,
affect principles of Califomia govemnment ar public faw,
or impact the authority of the State, the Depariment of
General Sepvices will have the right io approve or
disapprove any seftlement or compromise, which
approval wilt not unreasonably be withheld or delayed:;
and (i} the State will reasonably cooperate in the
defense and in any reloted settiement. negatiations.

o} If this Gontract is in excess of $554,000, It is subject to
the requirements of the World Trade Onganization
(WTO} Govemment Procurement Agreement (GPA}.

e} To the extent that this Contract falls within the scope of
Government Code Section 11135, Contractor hereby
agrees to respond ta and resolve any complaint brought
to its attention, regarding accessibility of its products or
servicss.

CONTRACTOR'S POWER AND AUTHORITY: The

Caontractor wamants that it has full power and authority to

grant the rights herein ogranted and wil hold the State

harmiess from and against any loss, cost, Hability, and
expense (including reasonable attomey fees} asising out of

any breach of this warranty. Further, Contractor avers that i

will not enter into any amangement with any: third party which

might abridge any rights of the State under this Contract.

a) The State will nofify Contractar of any such claim in
witing and tender the defense thereof within a
reasonahle time; and

by The Centractor will have sole control-of the defense of
any action on such claim and alf negofiations for is
seitlement or compromise; provided that (i} when
substantial principles of govemment or public law are
involved, when litigation might create precedent affecting
future State gperations or fiahility, or when involvement
of the State is otherwise mandated by law, the State
may participate in such action at its own expense with
respect to attorneys® fees and costs (but not fabiliy) (i)
where a setflement would impose lability on the State,
affect principles of Califomnia govemment or public law,
aor impact the authority of the State, the Department of
General Services wilt have the right to approve or
disapprove any settlement or compromise, which
approval will not unfeasonably be withheld or delayed;
and (i} the State will reasonably cooperate in the
defense and in any related setffement negotiations.
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9. CMAS -- ASSIGNMENT:

a) This Contract shall not be assignable by the Contractor
In whole: or in part without the written consent of the

State. The State’'s consent shall rot: he unreasonably -

withheld ar delayed. For the purpose of this paragraph,
State will not unreasonably prohibit Contractor from
freely assigning its right to payment, provided that
Contractor remains responsible for its obligations
hereunder.

h) Shouid the State desire financing of the assets provided
hereundar through GS$Mart, the State’s financial
marketplace, the Contractor agrees to assign to a State-
designated lender its right to receive payment from the
State for the assets in exchange for payment by the
lender of the cash pur¢hase price for the assefs. Upon
notice to- do so from the State-designated lender at any
time prior to payment by the State for the assels, the
Contractor will execute and: deliver to the State-
designated lender an assignment agreement and any
additional documents. necessary for the State selected
financing plan, The State-designated iender will pay the
Contractor accerding to the tems of the Coatractor's
invoice upon acceptance of the: assets by the State.

10. WAIVER OF RIGHTS: Any action or inaction by the State or

1.

the falture of the State on any occasion, to enforce any right
ar provision of the Confract, shalt not be construed: to ba a
waiver by the State of its rights hereunder and shalt not
prevent the State from: enforcing: such provision or right on
any future occasion.  The rights and remedies of the: State
herein: are cumulative and are in addition to any other rights
or remedies: that the State may have af law or in equity.

CMAS ~ ORDER OF PREGEDENCE: In the event of any
inconsistency  belween the articles, aftachments,
specifications: ar provisions which constityte this Contract, the
fallowing order of precedence shall apply:

ay These General Provisions. - Information Technology (In

the instances provided herein where the paragraph
begins: “Unless otherwise specified In the Statement of
Work™ provisions: specified in the Statement of Work
-replacing these: paragraphs: shall take precedence over
the paragraph referenced in these General Provisions);

b} Contract fom, ie., Purchase Order STD: 65, Standarnd
Agreement STD 213, ete., and any ameridments thereto;

¢} Other Special Provisfons;

d} Federal GSA {or other mulliple award) terms and
conditions;

e} Statement of work, Including any specifications
incomorated by reference herein; and

fy Al other attachments incorporated in the Contract by
reference.

12

13.

PACKING AND SHIPMENT:

a) All Goods are to be packed in suitable containers for
protection in shipment and storage, and in accordance
with applicable specifications. Each container of a
multiple container shipment shall be identified to: ’
i} show the number of the containar and the total

number of confainers in the shipment; and
iiy the number of the container in which the packing
sheet has been enclosed.

by Al shipments by Contractor or its subcontractors must
include packing sheets identifying: the State’s Contract
number; item number: quantity and’ unit of measure: part
number- and description of the Goods shipped; and
appropriate evidence of inspection, i required. Goods
for different Contracts shalt be listed on separate
packing sheets.

6} Shipments must be made as specified-in this. Contract,
as it may be amended, or otherwise directad in writing
by the State’s Transportation Management tUnit within
the Department of General Services, Procurement
Divislon.

TRANSPORTATION COSTS AND OTHER FEES OR

EXPENSES: ' 'No charge for delivery, drayage, express,

parcel post packing, cartage, insurance, license fees,

permits, cest of bonds, or for any other purpese will be paid

by the State unléss expréssly includeg and itemized in the

Contract,

ay The Coanfractor must stricty foliow Contract
requirements regarding Free on Board: (F.0.B.), freight
terms and routing instructions. The State may permit
use of an altemate carrer at no additional cest to the
State with advance written authorization of the Buyer.

by K *prepay and add" Is selected, supporting freight bills
are required when over $60, uhless an exact freight
charge is approved by the Transportation Management
Unit within the Depariment of General Sarvices
Procurement Division and a waiver is granted.

¢ On "F.O:B. Shipping Point" fransactions, should any
shipments. urider the Contract be received by the State
in & damaged condftion: and: any refated freighit loss; and
darnage claims. filed against the camier or caniers be
wholly or partially declined by the camier or camiers: with
the inference that damege was the result of the act of
the shipper such: as inadequate: packaging or feading or
some inbetent defect in the Equipment andlor material,
.Cohtractar, orn: request of the State, shalf at Cortractor's:
own -expense assist the State in establishing carrer
fability by supplying evidence: that the: Equipment andfor
matedaf was properly constructed, menufactured,
packaged, and secured fo withstand .nommal
tsansportation conditions.
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14.

15.

16

DELIVERY: The Contractor shalt strictly adhere to the -

delivery and completion schedules specified in this Contract.
Time, if stated as a number of days, shalt mean cafendar
days unless ctheruise specified. The quanilties specified
herein are the only quantifies required.
delivers in excess of the quantities specified herein, the State:
shall not be required to make any payment for the excess
Deliverables, and may retun them io Confractor at
Confractor's expense or uiilize any offver rights. available fo
the State at law or in equity,

SUBSTITUTIONS: Substitution of Deliverables may not be
tendered without advance written consent of the Buyer,
Contractor shali not use any specification in leu of those
contained in the Contract without written consent of the

Buyer.

INSPECTION, ACCEPTANCE AND REJECTION: Unless

otherwise specified in the Statement of Work:

a} When acquiting Gopumercial Hardware or Commercial
Software, the State shall iely on Contracior's existing

. quallly assurance system s a substiie for State
Inspection and testing. For ali other acguisitions,
Condractor and its subcontractors wilk provide and
maintain a quality assurance sysfem gecepiable to the
State covering Deliverables and services under this
Contract and will tender to the Stale only those
Deliverables that have been inspected and found: to
conform fo this Contract's requitements. The Confractor
will keep records evidencing inspecfions and their result,
and will make these records avaitable te the Siate during
Contract performance and for thres years after final
payment. The Contractor shall permit the Siale te
review procedures, praciices, processes, and related
documents to determine the acceptability of Contractors
quality assurance System oF ofher similar business
practices related to performance of the Contract.

b} Al Deliverables may be subject to inspection and test by
the State or its authorized representatives. - }

¢} The Coniracter and its subcontractors shall provide alk
reasonable facilities for the safety and convenience of
inspectors at no additional cost fo the Staie. The
Contractor shall furnish to inspectars alt information ang
data as may be reasonably required to perform their
inspection. '

d} Subject to subsection 16 (3} above, all Deliverables may
be subject to final inspection, test and acceptance by the:
State at destination, notwithstanding any payment on
inspection at source.

e} The State shal give wiitten notice of rejection of

Deliverables: delivered or sefvices performed hereunder
within a reasonahle time afier receipt of such
Deliverables or performance of such services. Such
notice of rejection will state the respects in which: the

If the Contractor’

17.

18.

Deliverables do not substantialy conform tfo their
specifications. if the State does not provide such notice
of rejection within fiteen (15) days of delivery for
purchases of Commercial Hardware or Commetcial
Software or thirty (30) days of delivery for all other
purchases, such Deliverables and services wilt be
deemed to have been accepted. Acceptance by the
State will be final and irreversible, except as it relates to
latent defects, fraud, and gross mistakes amounting to:
fraud. Acceptance shall not be construed to waive any
warcanty rights that the. State might have at law or by
express reservation in this Contract with respect to any
nenconformity.

SAMPLES:

a} Samples of itens may be required by the State for
inspection and specification testing and must be
fumished free of expense fo the Stafs. The samples
fumished must be identical in all respects to the: progiucts
affered andlor specified in the Contract.

by Samples, if not destroyed by tests, may, upon request
made at the. time the sample is fumished, be retumed at
Contracior’s expense.

CMAS — WARRANTY: The following wamanty language is in
Multiple Award Schedule or other base Contract used to
establish this CMAS Conitact When there is a conflict
between the language, the following warianly language

" qverides,

a} Unless otherwise specified in the Statement of Work, the
warranties in this subsection a) begin upon defivery of
the goods of services in question and end one (1) yeae
thereafter. The Contractor warrants that (i} Deliverables
and semvices furnished hereunder will: substantially
conform fo the requirements of this Contract (including
without limitation all descriptions, specifications, and
drawings identified in the Statement of Woik), and (i) the
Deliverables wif be—freé from material defects in
materials and workmanship. Where the parties have
agreed to design specifications (such as a Detailed
Design Document} and incorparated the same or
equivalent in the Statement of Work direcly or by
reference, the Conftractor will wamant that ifs
Deliverables provide all material funciionality required
thereby. in addition to the other wamanties set forth
herein, where the Contract calis for delivery of
Commercial Software, the Contractor warrants that such
Software wilf perform in accardance with its flicense and
accompanying Documentation. The State's approval of
designs- or specifications furnished by Contractor shall
not relieve the Contractor of its obligations under this
wagranty.

b} The Contractor wamants that Deliverables furnished
hereunder ()} wilt be free, at the time of delivery, of
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]

)

hagmful code (i.e. computer viruses, worms, frap doors,
fime bembs, disabling code, or any simllar malicious

. mechanism designed to interfere with the intended

qperation of, or cause: damage to. computers, data, or

Software); and (i) will not infringe ar violate any LLS.

Intellectual Property Right.  Without limiting the
generality of the foregoing, if the: State believes that
harmful code may be presemt in any Commercial
Software delivered hereunder, the: Contractor will, upon
the State's request, pravide a new or clean install of the
Software.

tinless: otherwise specified in the Statement of Work:

& The Contractor does not warrant that any Software
provided hereunder is error-free or that it will run
without Immaterat inteteuption.

@iy The Contractor does not warrant and will have no
rasponsibility for a clalm to the extent that it arises
dicectly: from (A) a modification made: by the: State,
urilgss: such, modification is approved: or directed by
the Contractor, (B): use of Software in comhination:
with or on: products ofher than as specified by
Contractor, or (C) misuse by the State. ’

@iy Where the Contractor resells Commercial
Hardware or Commercial Software it purchased
from a third party, Contractar, fo the extent i is
legally able to do so, wilt pass through an such third
party warranties te the State and wilt reasonably
cooperate in enforcing them. Such warranty pass-
throughi will not relieve the Contractor from
Contractor's warranty obligations set forth above.

All warranties, including special wamanties specified

elsewhere herein, shall inure to fhe State, its

successors,  assign§, customer agencies, and
govemmental users of thie Deliverables or setvices.

Except as may be specificaliy provided in the Stgtement

of Work or elsewhere in this Confract, fof any breach of

the warranties pravided In this Section, the: State's
exclusive remedy and Conteactor's sple gbligation will be
limited to;

i} re-performance, repair, or replacement of the
nonconforming  Deliverable  (including  without
limitation an: lnfﬂnglng Deliverahle} or service; or

iy should the State in its. sole discretian comsent,
fefund of all amotints paid by the State for the
nonconforming Deliverable or service and payment
to the State of any additienaf amounts. necessary to
equal the State’s Cost to Cover. *Cost to Cover
means the cost properly mifigated, of procuring
Deliverables or services of equivalent capabiltty,
function, arid performance, The payment obligation
in subsection ej(ii; above wilt not exceed the fimits
on Gontractor’s liability set forfh iR the Section
entitled “Limitation of Liability.™

19.

20..

21.

f} EXCEPT FOR THE EXPRESS WARRANTIES
- SPECIFIED IN THIS SECTION; CONTRACTOR
MAKES NO WARRANTIES EITHER .EXRRESS OR
IMPLIED; INCLUBING WITHOUT LIMITATION ANY
IMPLIED: WARRANTIES OF MERCHANTABILITY OR
FITNESS FOR A PARTICULAR PURPQOSE.

SAFETY AND ACCIDENT PREVENTION: In performing
work under this Contract on State premises, the Contractor
shalt conform to any specific safety requirements. contained in
the Contract or as required by law or regulation. The
Contractor shall. take any additional precautions: as the State
may reasonably require for safety and accldent prevention
purposes. Any violation of such rules and requirements,
unless promptly corrected, shall be grounds: for termination of
thie Gontract in.accordance with the default provisions. hereaf,

INSURANCE: The Gontractor shall majntain alt commerclal
general liability insurance, workers' compensation insurance
and any other insurance required under the Contract. The
Contractar shalt furnish- Insuranee certificate(s) evidencing
required insurance coverage accepisble to the State,
ineluding endorsements showing the State as an “additional
insured” ¥ requited under Confract.  Aay required
endorsements requestec by the State must be separately
provided; merely refering to sueh ecoverage on the
cerificates(s} is: insufficient for this purpose,  When
performing work on state ownmed or comtrolled propesty,
Contractor shalt pravide a walver of subragation in favor of
the State for its workers' compensation policy.

TERMINATION FOR NON-APPROPRIATION OF FUNDS:

a) [f the tem of this Contract extends info fiscal years
subsequent to that in which it i& approved, such
continuatien of the Confract is contingent on the
appropriation of funds for such purpose by the
Legislature, If funds to effect such continued payment
are not appropriated, the Contractor agrees to: take back
any affected Deliverables fumished urider this Contract,
terminate any services supplied to the State under this
Contract, and relieve the State of any further obligation
thessfor.

b)* The State agrees:that If it appears likély that subsection
a) above wili be Invaked, the State ahid Contractor shalt
agree 10 take all reasonable steps.to prioiitize: work and
Deliverables and minimize the Incursence of costs prior
to the expiration of funding for this Confract.

¢} THE STATE AGREES THAT F PARAGRAPH a)
ABQVE 1S INVOKED, COMMERCIAL HARDWARE
AND SOFTWARE THAT HAS NOT BEEN PAID FOR
SHALL BE RETURNED TO THE CONTRACTOR IN
SUBSTANTIALLY THE SAME CONDITION (N WHICH
DELIVERED TO THE STATE, SUBJECT TO NORMAL
WEAR AND TEAR, THE STATE FURTHER AGREES
TO PAY FOR PACKING, CRATING,
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TRANSPORTATION TO- CONTRACTOR'S NEAREST
FACLITY AND FOR REIMBURSEMENT TO THE
CONTRAGTOR FOR EXPENSES INCURRED FOR
THEIR ASSISTANCE IN SUCH PACKING AND
CRATING.

22. TERMINATION FOR THE CONVENIENCE OF THE STATE:

8}

b}

cl

e}

The State may terminate performance of work under this
Contract for its convenience in whole or, from time to.
time, in part, ¥ the Depariment of General Sewvices,
Deputy Direcior Procurement Didsion, or designee,
determines that a termination is in the State's Interest.
The Department of General Services, Deputy Directos,
Procurement Division, or designee, shall terminate by
delivering to the Contractor a Notice of Termination
specifying the extent of termiration and the effective
date thereof.

After receipt of a Notice of Termination, and except as
directed by the State, the Gontracior shall immediately
proceed with ithe following obligations, as applicable,
regardless of any delay in determining or adjusting any
amounis due under this clayse. The Contractor shaik:

@ Stop work as specified in the Nofice of Tenmination.
(i} Place no furhar subcontracts for materials]

services, or faclifies, excepl as mecessary to ‘

complete the continuing portion of the: Contract.
(i) Tmmmmmmmmmmmm
to the work terminated.
(v} Settle aff outstanding liabiiies and termination
subcontracts; -

" After terminafion, the Coniracior shall submit a final

termination settiement proposal fo the. State in the form
and with: the information prescribed by the State. The
Contractor shall submit the proposal promptiy, but ho
later than 90 days after the effective date of termination,
unless a different time is provided in the Statement of
Work of in the Nefice of Terminafion.
mcm:mm%mageeummm
or any part of the amount to be paid as requested undey
subsection (c} above.
Unless otherwise set forth in the Statement of Wask, if
the Contractor and the State fall tg agree on the amount
fo. be paid because of the termination for convenience,
the State will pay the Contractor the following amounts;
provided that in no event wil! totat payments exceed the
amount payable to the Confractor if the Contract had
been fully performed:
 The Contract price for Deliverables or sesvices
accepted or refained by the State and not
previously paid for, adjusted for any savings op
freight and other chiarges; and
(i} Thetotalok

]

A} The reasonable cosis incurred in the
performance of the work terminated.
ncluding initial costs and preparatory
expenses aliocable thereto, but exciuding
any cost atifbuisble fo Deliverables or
services paid orfo be paid;

B}  The reasonable cost of seflling and paying
terminated subconfracts that are properiy
chargeabie to the temminated postion: of the
Contract; and

C} Reasonable storage:, transportation,
demobifization, unamortize¢ overhead and
capltat costs, and other costs reasonsbiy
incurred by the Confractor In winding down
and terminating its work.

The Contractor will use generally accepted accounting
principles, or accounting principles otherwise agreed to
in writing by the parties, and sound business practices in
determining alt costs claimed, agreed to, or detesmined
under this. clause.

23. TERMINATION FOR DEFAULT:
ay The State may. subject to the clause titled “Farce

b

Majeure” and to sub-section d) below, by waitten notice:
of defaull to the Contractor, terminate this Contract in
whole or in patt if the Contractor falls to:

i} Deliver the Deliverables or perform the services
within the time specified in the Contract or any
amendment thereto;

il Make progress, sa that the lack of progress
endangers perfermance of this Contract; or .

i} Perform any of the other provisions of this, Contract.

The State’s right to terminate this Contract uhder sub-

section a} ahove, may be exerciseg only if the failure

consfiiutes a materiat breach of this Contract and If the

Contractor does not cure such failwre within the time

frame stated in the State's cure notice, which in no event

- will be less than fifteen (15} days, unless the Statement

of Work calls for a different period.

If the State terminates this. Confract in whole or In part
pursuant to this. Section, it may acquire, under terms and
in the manner the Buyer considers appropriate,
Deliverables or services simitar to those terminated, and
the Contractor will be liable to the State for any excess
costs for those Deliverables and services, including
without limitation costs third party vendors charge for
Manufacturing Materials (but subject to the clause
entitled “Liritation of Liability™y. However, the Contractor
shall continue the wark not terminated.

if the: Contract is terminated for default, the State:may
require the. Confracter to transfer title, o in the case of
licensed Software, license, and deliver to the State, as
directed by the: Buyer, any:
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(i completed Reliverables,

(i) partially completed Deliverables, and,

@ify subject to provisions of sub-section e} below,
Manufacturing Materials related to the terminated
pottion of this: Contract. Nothing in this sub-section
d) will be construed to grant the State rights to
Deliverables thet It would not have recelved had
this Contract been fully perfermed. Upon direction
of the Buyer, the Confractor shall also protect and

- preserve. property. in its possession in which the
State has an interest.

e) The State shali pay Confract price for completed
Deliverables delivered and accepted and items the State
requires the Contractor to tramsfer under section (d)
above. Unless the Statement of Work calls for different
procedures or requires no-charge delivery of materials,
the Contractor and Buyer shall aftempt to: agree on the
amount of payment for Manufactuing Materiale and
other materials delivered and. accepfed: by the State for
the protection and preservation of the property; provided
that where the Contractor has billed the State for any
such materials, no additionat charge: wilt apply. Fallure
to agree will consfitife a dispute under the Disputes
clause. The State ray withhold from these amounts any
§um [t determines to be necessaty to protect the State
against foss because of outstanding liens or claims of
former lien: holders. .

fy H, after termination, It Is: determined: by a finat decision
that the Contractor was net in default, the rights and
obligations: of the pariies: shalt be the same as if the
termination had been issued for the convenience of the
Staté.

g} Both parties, State and Confractor, upon any termination
for default, have a dty to mitigate the damages suffered
by it.

h} The rights and remedies of the- State in this clause are in
addition to any Gther rights and remedies: provided by
lsw or under this Confract, and are subject to the clause
tiffed “Limitafion: of Liability."

FORCE MAJEURE: Except for defaults of subcontractors at
any tier, the Contractor shall not be lizbfe for any excess
costs if the: failure to- perform the: Contract arises from causes
beyord the contro} and vithoyt the fault, or negligance of the
Contracfor. Examples of such causes: include, but are not
limited. to:

a} Acts of God or of thie public enemy, and

by - Acts bf the fedeal or State goverment i either its

sovereigm or contractual capacity.

if the faliure to pesform is caused by the default of a
subconteactor at any tier, and if the cause of the default is
beyohd the controt of both the Confractor and subcontractor,
and without the fault or negligence of either, the Contractor
shall not be liable for any excess costs for failure to perform.

26.

26.

RIGHTS AND REMEDIES OF STATE FOR DEFAULT:

a) In the event any Deliverables furnished! or services
provided by the Contractor in the performance of the
Contract should fall t> conform: fo fthe requirements
herein, or to the sample submitted by the: Conteactor, the
State: may reject the: same; and i shall become the duty
of the Confractor to reclaim and remove the item
promptiy or te comect the performance of services,
without expense fo the State, and: immediately replace:
alk such rejected ifoms: with others: conforming to: the
Contract.

B} [a addition to any other rights. and remedies the State
may have, the Sfate may require the Confractor, at
Contractor’s: expehse, to: ship Deliverables via: alr freight
or expedited routing: 1o avoid- or minimize: actuat or
potential delay: if the delay is.the fault of fhe Contractor.

¢} In the event of the termination of the Confract, either in
whole or In par, by reason of default or breach by the:
Contractor, any loss or damage sustained hy the State in
procuring any items which the Contractor agreed to
supply shall be borne and paid for by the Contractor (but
subject to the glause entifled "Liniitation of Liability").

d) The State reserves the right to offset the reasonable cost
of all damages caused to the State against any
outstanding invoices or amounis awed ta Contractor or
to make a claim against the Contractor therefore.

LIMITATION OF LIABILITY:

a) Except as mey be ofherwise approved by the
Department of General Services Deputy Director,
Procurement Division or their designee, Contractor's
liability for damages o the State for any cause
whatsoever, ‘and regardless of the form of action,
whether in Contract or in torf, shall be limited to the
Purchase Price. For purposes of this sub-section a),
“Purchese Price” wili mean the aggregate Gontract price;
except that, with respect fo.a Contract under which
multiple purchase arders wil be issued: (e.g.. @ Master
Agreement or Multiple Award Schedule Conteact),
“Purchase Price® will mean the total price of the
purchase order for the Deliverable(s) or servica(s) that
gave rise to the [oss, such that Contractor wilt have a
separate limitation of fiabliity for each purchase order.

b} The foregoing limitation of lability shall not apply () to
any liability under the General Provisions entitied
“Compliance with Statutes and Regulations™; (i} to
liability under the General Provisions entitied “Patent,
Copyright, and Trade Secret Indemnity” or to any other
liability (including without limitation indemnification
obligations} for infingement of third parly intellectual
property rights; () to claims arising under provisions
herein calling for indemnification for third party claims
against the State for death, bodily injury to persons or
damage to real or tangible personal property caused by
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27.

Contractor's. negligence or willful misconduet: or (iv) to.
cosis or attomey's fees that the State becomes entitied
to recover as a prevailing party in-any action,

¢} The State's liability for damages for any cause
whatsoever, and regardiess of the form of action,
whether in Contract or in tort, shall be limited to the
Purchase Price, as that tesm is defined in subsection a}
above. Nothing herein shall be construed to waive or
limt the State's sovereign immunily or any other
immunity from sult provided by faw.

dy in no event will either the Contractor or the State be
liable for consequentiat, incidental, indirect, special, of
punitive damages, even if natification has been given as
to the possibility of such damages, except (i) to the
extent that Contractor's lisbllity for such damages is
specifically set forth in the Statement of Work or (i} to
the extent that Contractor's liabdlity for such dammges
arises out of sub-section b)(i), b)) or b)(iv} above.

CONTRACTOR’S LIABILITY FOR INJURY TO PERSONS
OR DAMAGE TO PROPERTY:

a} The Contractor shall be hiable for damages assing out of’

injury to the person and/or darnage fo the propesty of the:
State, employees of the State, persons: designated by
the State for training, or any other personfs} ather than
agents or employees: of the Contractor, designated by
the Stale for any purpose, prior to, duting, or subsequent
to delivery, installation, acceptance, and use of the
Deliverables either at the: Ceniractor's shie or at the
State’s place of business, provided thal the injury o
dmagemmmedhyﬁawmmgwﬁm
Contractor.

by The Contractor shali not be liable for damapes atising
out of or caused by an alteretion or an Attachment rot
made or installed by the Caniractor, or for damage to
alterations or Aftachments that may result from the
normal operation and maintenance of the Deliverables.
provided by the Contractor during the Cortract.

INDEMNIFICATION: The Contractor agrees to indemnify,
defend and save harmless the State, its officers, agents and
employees from any and all thid party claims, costs
(including without limitation reasenable attomeys” fees), and
tosses due to the injusy or death of any individual, or the loss
or damage to any real or tangible personal property, resulting
from the wiliful misconduct or negligent acts or amissiens of
the Contractor or any of its affillates, agents, subcontractoss,
employees, suppliers, or labarers fumishing or supplying
work, services, materials, or suppiies in connection with the
performance of this Confract. Such defense and payment wilt
be canditionat upon the following:
a} The State will natify the Contractor of any such claim in
writing and tender the defense thercof within a
reasonable time; and'

30.

31.

32.

3,

b} The Contractor will have sole control of the defanse of
any action on such claim and alt negotiations for its
seftlement or compromise; provided that ()} when
substantial principles of govermment or public law are
involved, when litigation might create precedent affecting
future State operations or liability, or when involvement
of the State is otherwise mandated by law, the State
may participate In such action at its own expense with
respect to attarneys® fees and costs (but not liabliity) @)
where a settiement would impose liabillty on the Staie,
affect principles of Califomia govermment or public faw,
or impact the authority of the State, the Department of
-General Services witl have the right to approve or
disapprove any sefflement or compromise, which
approval wilf not unreasonably be withheld or defayed;
and (i) the State will reasonably cooperate in the
defense and in any related setfiermant negotiations.

INVOICES: ' Unless ofherwise specified, invoices shall be
sent to the address set forth herein. Invoices shall be
submitted in triplicate and shall include the Contract number;
release arder number Gf applicable); item number, unit prics,
extended item price and invoice total amount. State sales tax
and/or use tax shak be itemized sepavaiely and added to
each invoice as applicable.

REQUIRED PAYMENT DATE: Payment wik be made in

accordance with the provisions of the Califomia Prompt -

Paymenit Act, Governmert Code Section 827 et. seq. Unleas
expressly exempted by statute, the Act requires Staie
agencies to pay propesly submitted, undisputed invoices nat
more thap 45 days after ()} the date of acceptance of
Deliverables or performance of services; or (i} recelpt of an
undisputed invoice, whichever is later.

TAXES: Unless otherwise required by law, the Siate of
California is exempt from Federal excise taxes. The Statewil
only pay for any State or local sales or use taxes on the
services rendered or Goods supplied to the State pursuant to
this: Contract.

NEWLY MANUFACTURED GOODS: Al Goods fumished
under this. Contract shaif be newly mamufactired Goods of
cestified as new and warmanied as new by the manufacturer;
used or recandifioned Goods are prohibited, unless othemwise
specified.

CONTRACT MODIFICATION: No amendment or vasiation of
the terms of this Contract shall be valid unless made in
writing, signed by the parties and approved as required. No
oral understanding or agreement not incorporated in the
Contract is binding on any of the parties.

CONFIDENTIALITY OF DATA: Al financial, statistical,
personal, technical and other data and information relating to
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36.

36.

the Staie's operation which are: designated confidential by the
State and made avaliable to the Contractor in order to carry
out this Contract, ar which become available: to the Gontractor
In camying eut this Contract, shali be protected by the
Contractor from unauthorized use; and: disclosure through the
observance of the same or more effective procedural
requirements as are applicable to the State. The
identification of all such confidential data. and information as
well as the State's procedural requirements: for protection of
such data and information from unauthorzed use and
disclostre shall be provided by the State in wriling to the
Contractor. If the methods and procedures employed by the
Contractor for the protection of the Confractor's data and
information are deemed by the State to be adequate for the
protection of the State's confidential information, such
methods and procedures may be used, with the written
consent of the State, to carry out the intent of this: paragrapkx.
The Centracter shall not be required under the provisions of
this paragraph to keep confidential eny data or infermation
which is: or becomes. publicly available; Is: already rightfully in
the Contractor’s possession without obligation of
confidentiality, is independently developed by the Contractor
outside the scape of this. Gontract, or is: rightfully ebtained
from third parties.

NEWS RELEASES: Unless otherwise exempted, news
releases, endorsements, advertising, and social media
content pertaining to this Contract shall not be made without
prior written approval of the: Depariment of General Services,

DOCUNENTATION

a} The Centractor agrees to provide to the: State, at no
charge, all ‘Bocumeniation as described within the
Statement of Work, and updated versions theregf, which
are necessary or useful to the State in its use of the
Equipment or Software provided hereunder. The
Confractor agrees to: provide additional Documentation
at prices: not in excess of chawges made by the
Contractor to its other customers for similar
Documentation. -

b) If the Contractor is unable to perform maintenance or the
State desifes to perform its own malnténance on
Equipment purchased tunder this Canfract then upon
written notice by the State theé Contractor will provide at
Contractor's then current rates and fees adequate and
reasonaple assistance including relevant Documentation
{o allow the State to malntain the Equipment based on
Contractor's methodology: The Gontractor agrees that
the State may reproduce such Documentation for its own
use In maintaining the Equipment. If the Gontractar Is
unable to perform maintenance, the Contractor agrees to
license any other Cantractor that the State may have
hired to maintain the Equipment to use the above noted
Documentation. The State agrees fo include the

37.

Caontractor's  gopyright nefice on  any suph
Documentation reproduced, in  gccordance  with
conyright instructions o be provided by the Contracter.

RIGHTS IN WORK PRODUCT:

a)

by

o)

dy

&

All inventions, discoveries, Intellectual praperty,

technical communications and records origloated or
prepared by the Contractor putsuant to this Gontract

including papers, reporis, chatts, computer programs,

and ather Documentation or improvements thereto, and

including Contractor’s administrative cemmunications

and records relating to this Contract (collectively, the

“Work Product), shal be Contractor's exclusive
property. The provisions of this sub-section a) may be
revised in a Statement of' Work.

Software. and other materlals developed or otherwise

ohtained by or for Copftractor or its affiliates
independently of this Centract or applicable purchase
aorder ("Pre-Existing Materials®) do net constitute Wark
Product, If the Contractor creates derivative works of
Pre-Existing Materials, the elements. of such derivative
works created pursuant to this Contract constitute Work
Product, but other elements do not. Nothing in this

Section 37 will be comstued to inferfere with

Contractor's or its affiliates’ ownefship of Pse-Existing

Matesials.

The State will have Govemment Purpose Rights to the
Work Preduct as Deliverable: or delivered to the State
hereunder. “Government Pucpose: Rights’ are the
unlimited, irevocable, worldwide, perpetual, royalty-

free, non-exclusive rights and licenses to use, modify,

reproduce, perform, release, display, create derivative
works from, and disclose the Work Product

*Government Purpose Rights” alse Include the rght to
release or disciose the Work Product outside the State
for any State government purpose and fo authorize
recipients to use, modify, repraduce;, perform, release,

disptay, create derivative works from, and: disclose the
Work Product for any State govermment purpose. Such:
recipients of the Work Product may include, Wwithoit
limitation,  State  Contractors, Califomia  local
governments, the U.S. federal government, and the
State: - and local gavemnments of ofher states.

“Govemment Purpose Rights” do not include any rghts
to. use, modify, reproduce, perform, release, display,
create derivative works from, or discloge the Work
Product for any commercial purpose.

The ideas, concepts, know-how, or techniques relating

to data processing, developed: during the: course of this
Contract by the Contractar or joinfly By the Contractor
and the State may be used by either party without
obligation: of notice or accounting. .

This Contract shalt not preclude the Canﬂ‘ac‘lor from
developing materials outside this Confract that are
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competitive, imespective of their similasity fo materials
which might be defivered to the State pursuant to this
Contract.

38. SOFTWARE LICENSE: Unless otherwise specified in the

39.

Statement of Woik, the Contractor hereby grands to the Stete

and the State accepis from the Contractor, subject to the

terms and conditions of this Contract, a pespetual,

irrevocable, royalty-free. non-exclusive, license fo use the

Software Products in this Contract (hereinafter refesred to as

“Seftware Products”).

a} The State may use the Software Products in the conduct
of its own business, and any division thereof

b} The license granted above authorized the State to use
the Software Products in machine-readable ferm on the
Computer System located at the site(s) specified In the
Statement of Work, 'Said Computer System and its
assoclated tinits (collectively referred to as CPU} are as
designated in the Statement of Work. If the designated.
CPU} is inoperative due te malfunction, the license hesein
granted shall be temporarily extended to asthorize the
State to use the Software Producis, in machined-
readable form, on any other State CPU untl the
designated CPU is returned to operation.

¢ By prior writteh. nofice, the Stete may redesignate the
CPU in which the Software Products are to be used
provided that the redesignated CPU Is substantially
similar in size apd scale at no addiional cost. The
redesignation shall not be imited to the original site and
will be effagtive upon the date specified in the notice of
redesignation.

& AocepianeeomenmerclaESnﬂmme(’mmm&uw
party Software} and Custom Sofiwase will be govemed.
by the terms and conditions of this Contract.

PROTECTION OF PROPRIETARY SOFTWARE AND
OTHER PROPRIETARY DATA: The: Staie agrees that al
material appropriafely marked aor identified in wriling as
proprietary, and fumnished hereunder are provided for Siate’s
exclusive use for the purposes of this Contract only. All such
proprietary data shalf remain the property of the Contractor.
The State agrees fo take afl ressonable steps to insure that
such proprietary data are nof disclosed to others, without pries
writien consent of the Confractor, subject to the California
Public Records Act. The State will insure, prior to disposing
of any media, that any licensed materials contalned thereon
have been erased or ofherwise destroyed. The State agrees
that it will tekeé apprepriate action by instruction, agreement or
atherwise with its employees or other persons permittedt
access to licensed sefiwase and other propriefaty data fo
satisfy its obligations undet this Contract with respect to. use,
copying, modification, protection and secusity of proprietasy
software and other proprietary data,

40. RIGHT TO COPY ORMODIFY:

41.

42,

a) Any Software Product provided by the Contractor in
machine-readable form may be copied, in whole or in
part, in printed or machine-readable form for use by the
State with the designated CPU, to perform one-time
benchmark tests, for archival or emergency restart
purposes, to replace a womn copy, to understand the
contents of such machine-teadable material, or to madify
the Software Product as provided below; provided,
however, that no more than the number of printed copies
and machine-readable copies as specified in the
Statemenf of Work will be in existence under this
Contract at any time without prior consent of the
Contractor. Such consent shall not be unreasonably
withheld by the Contractor. The original, and any copies
of the Software Praduct, in whole or in part, which are
magde hereunder shall be the property of the Gontractor.

b} The State may madify any non-personal computer
Software Product, in machine-readable form, for its cwn
use and merge & into other program material. Any
portion of the Software Product included in any merged
program material shall be used only on the desighated
CPUs and shalt be subject to the terms and conditions of
the Contract.

FUTURE RELEASES: Unless otherwise specifically
provided in the Ceonfsact, or the Statemest of Work, F
improved versions, e.g. paiches, bug fixes, updates or
releases, of any Software Product are deveioped by the
confractor, and are made available to other Fcensees, fhey
will be made available: to the State at no addifional cost only if
such are made avaitable 1o ofher Kcensees at no additionat
cost I the Contractor offers new versions or upgrades to the
Software Product, they shall be made avaiable to the State at
the State’s aption at a piice not greafer than the Confract
peice pls a price increase proportionate o the: increase-frome
the list price of the original version: fo that of the new vession,
if any. M the Software Product has no ks price, such: price:
increase will be proportionate to the increase In average price
from the odginal to the new version, i any, as estimated by
the: Confractor in good: faith.

ENCRYPTION/CPU ID AUTHORIZATION CODES:

& When Encryplion/CPU Identification (D) authorization
codes are resired fo operate: the Soffware Products; ther
Contractor will provide all codes to the Siafe wilh
delivery of thie Sofiware.

b} In-case of an inoperafive CPl, the: Confractor with provide:
a tempeorary encryption/CPY ID euthorization: code fo the:
State for use on: a temporarly authorized CPU until the:
designated CPt is retumed to operation.

¢} When changes in designaied CPUs occur, the State will
notify the Contractor via felephone andlor facsimilefe-
mail of such change. Upon receipt of such nolice. the:
Contractor wiff issue via telephone andior facsimile/e-
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mat o the State within: 24 hours, a temporary-encryption
12 authosization cede for use on the newly designated
CPt) until such time: as: perranent cade: is assigned.

43. PATENT, COPYRIGHT AND TRADE SECRET INDEMNITY:

a)

B

Contractor will Indesnify, defend, and save harmiess the

State, its officers, agents, and; employees; feom any and

all thied: party claims, costs @ncluding without Umitation

reasohable. attorneys’ fees}, and losses for infingement
or vialation of any U.S. Intellectuat Property Right by any
prodyct or service provided heraundee. With respect to
claims arising from computer Hardware or Software
manufactured by a third party and sold by Contractor as

a reseller, Contractor will: pass: through to: the: State sueh

indemnity: rights as it receives from such third party

("Third Pariy: Qbligation™; and wili cooperate in enforcing

them; provided that if the third party manufacturer falls to

honor the Third. Party Obligation, Coniractor will pravide
the State with: indemnity protection equal te. that called

Tor by the: Third Party Qbligation, but ln ne: event grsater

than that called for in the: first sentence of this. Section.

The provisions: of the preceding: sentence apply only to

third party computer Hardware or Software sold as a

distinct unit and accepted by the State.

Unless a Third Party Obligation provides: otherwise, the

defense: and payment obligations set forth in this Section

will be conditional upon the: following: '

I} The State wilt netify the Contragtor of any such claim
in writing: and: tendes the defense thereof within &
reasongble fime; and

ify The Contractor will have sole control of the defense
of any action. on such claim and: alt hegotiations for
its; settiement or compromise; provided that ¢a) when:
substantial principles of'government or public law are
involved, when [iigation might create: precedent
affecting futurce State operations or liability, or when
Involvernent of the State: s otherwise mandated: by
law, the State may participate in such action at iis.
own expense with respect fo attomeys' fees and
costs; (but not liability): @) where & setfement would
Impose fiabllity on the Siate, affect principlas of
California government or public law, or impact the
authority of the: State, the Departmént of General
Services: wilt have the right to approve or disapprove
any settlement or compromise, which approval wilt
naof unreasonably be withheld or delayed; and (¢} the:
State will reasonably cooperate: in the: defense and in
any related settlement negotiations:

Should: the Deliverables, ar the operation thereof,

" become, or in the Contractor's opinion are flikely to

become, the subject of a claim of inftingement of
violafion of a LS. intellectual Property Right, the Stafe
shall permit the: Confractor at its option and expense
either to procure for thie State the right to continue using

d)

the Deliverables, or te replace: or modify: the same so-

that they become non-infihging. If none of these

options can reasonably be takem, or if the use of such

Deliverables: by the State shali be prevented by

injunction, the Confractor agrees to take back such

Deliverables and make every reasonable effort ta assist

the State in procuring substitute Deliverables. I, in the

sole opinion of the State, the return of such infringing

Deliverables makes the retention of other Deiiverables

acquired from. the Contractor under this. Caontract

impractical, the State shall then have the option of
terminating such Contracts, or applicable portions
thereof, without penalty or termination charge. The

Contractor agrees: to take back such Deliverables and

refund any sums the State hias paid Contractor less any

reasonable amount for use or damage:.

The Contractor shall have: no liability. to- the State under

any provision of this clause with réspect to. any claim of

patent, copyright or trade secret infringement which is
based upon:

{ The: combination or utilization of Deliverables
fumished hereunder with Equipment, Software or
devices not made or fumished by the Confractor;
or, :

@ The operation of Equipment fumished by the
Contracter under the coritrol of amy Operating
Software other than, or in addition ta, the current
version of Contractor-supplied Operating Software;
oF

(i)} The modification initiated by the State, or a third
party at the State's diraction, of any Deliverable
furnished: hereunder; or

(v} The combination or ufilization of Software furnished
hereunder with non-Contragtor supplied Software.

The Contractor certifies that it has apprepriate systems

and controls: in place fo ensure that Stafe funds: will pot

be used in the performance of this Contract for the
acquisition, operation or maintenance of computer

Software in: violatiory of copyrighit faws:,

44, DISPUTES:

a) The parties shall deal in good faith and attempt to:

resolve potential disputes informally. I the dispute
persists, the Coniractor shall stbmit to the Department
Director or designee a written demand for a final
decision regarding the disposition of any dispute
between the: parties: arising; under, related: to: or invalving:
this Contract.” Contracter's written demand: shall be fully
supported by factual information, and I such demand
involves & cost adjustment to: the Contract, Conteactor
shall include with the demand a wriiten statement signed
by an authorized person indicating that the demand is
made in good faith. that the supporting data are accurate
and complete and that the amount requested accurately
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b}

@

reflects the Contract adjustment for which Contractor
believes the State is liable. The contracting Department
Director or designee shall have 30 days after receipt of
Contractor's written demand invoking this Section
“Disputes” to render a written decision. f a witien
decision is not rendered within: 30 days after receipt of
contractors demand, i shall be deemed a decision
adverse to the Contractor’s contention. I the Contractor
is not satisfled with the decision of the Department
Director or designee, the Confractor may appeal the
decision, in writing, within 15 days of iis issuance (or the
expiration of the 30 day pesiod in the event ro decision
is rendered by the centracting depariment) to the
Department of General Services, Deputy Dicector,
Procuremant Division, who shall-have 45 days to render
a final declsion. If the Contractor does not appeal the
decision of the contracting Depariment Disector er
designee, the decision shall be conclusive and hinding
regarding the dispute and the Contractor shalt be: hagredt
from commencing an action in court, ar with the: Victims
Compensation Government Clakns Beard, for failure to
exhaust Contractor’s adminisirative remedies.

Pending the final resolution of any dispute arising under,
relatect to or involving this Cantract, Contracior agrees to
diligently proceed with the perfermance of this Centract,
including the delivery of Goods or providing of services
In accordance with the State's instructions regarding this
Contract. Contractoe’s failure to diligenily progeed in
accordange with the Stale’s instructions regarding this
Contract shail be considered a matesial hreach of this
Contract. ’

Any final decision of the State shall be expressly |

identified as such, shalt be in writing, and shall be signesd
by the Deputy Director, Procurement Division if an
appeal was made. If the Deputy Director, Procuremsnt
Division fails to render a final declsion within 45 days.
after receipt of Contractor's demand, it shall be deemed
& finat decision adverse to Contractor’s contentions, The
State's. final decision shall be conclusive and binding
regarding the dispute unless Gentractor commences: an
action in a court of competent jurisdiction to contest such
decision within 90 days follawing the date of the final
decision or one (1} year foliowing the accrual of ihe
cause of action, whichever is later.

For disputes involving purchases made by fthe
Department of General Services, Procurement Division,

the Contractor shalt submit to the Department Director or -
designee 2 written demand for a final decision, which

shall be fully supported in the manner described in the
subsectien a above. The Depariment Director of
designee shall have 30 days to render a final decision. i
a final decision is not rendered within 30 days after
receipt of the Contractor's demand, it shall be deemed a

final decision adverse to the Confractors contention.

a}

b

c}

The final decision shall be conclusive and binding
regarding the dispute unless the Contractor commences
an action in a court of competent jurisdiction to contest
such decision within 20 days following the date of the
finat decision ar one (1) year folfowing the accrual of the
cause of action, whichever is later. The dates of
decision and appeal in this section may be modified by
mutual consent, as applicable, excepting the time to
commence an action in a court of competent jurisdiction,

45. STOP WORK:

The Staie may, at any time, by written Stop Work Order

to the Contractor, require the Contractor to stop all, or

any part, of the work called for by this Contract for a

period up io 45 days after the Stop Work Order is

delivared to the Contractor, and far any further periad to
which the parties may agree. The Stap Work Order shali
be specifically identified as such and shall indicate it is
issued under this clause. Upon receaipt of the Stop Work

Order, the Contractor shalf immediately comply with is

terns and tzke all reasonable steps to minimize the

incurrence of costs allocable to the work covered by the

Stop Work Order during the period of work stoppage,

Within a peried of 45 days after a Stop Work Ordes is

delivered fo the Contractor, or within any extension ‘of

that period to which the parties shait have agreed, the

Stale shali either:

iy Cancel the Stop Work Order; or . :

{i} Terminate the work covered by the Stop Work
Order as provided for in the terminatfion for default
of the tenmination for convenience clause of this
Confract,

i a Stop Wark Orderissued under this clause is
canceled or the perod of the Stop Werk Order or any
extension thereof expires, the Contractcr shall resume
work. The State shalt make an equitable adjustment in
the delivery schedule, the Confract price, or both, and
the Contract shalt be modified, in writing, accordingly, if:

@ The Stop Work Order results in an Increase in the
time required for, or in the Contractors cost
properly allocable to the perfarmance of any part of
this Contract; and

@@ The Contractor asserts its right to an eguitable
adjustment within 60 days after the end of the
period of work stoppage; provided, that i the State
decides the facts justify the action, the State may
receive and act upon a proposal submitied at any
time before final payment under this Contract.

i a Stop Work Order is not canceled and the work

covered by the Stop Work Order is terminated in

accordance with fhe provision entitied Termination for
the Convenience of the State, the State shall aftow
reasonable costs resulting from the Stop Work Order in
arriving at the termination settlement,
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d) The State shall not be liable: to the Contractor far loss of
profits because of a: Stop Work QOrder issued under this
clause.

46. EXAMINATION AND AUDIT: Confractor agrees that the

State, or Its designated representative shalt have the right to
review and capy any records and supporting documentation
"pettaining to performance of this Contract. The Contractor
agrees to maiotain such records for possible audit for a
minimum of three (3} years after finat payment, unless a
longer period of records retention Is. stipulated. The
Contractor agrees fo allow the auditor(s) access fo such
records during normal business: hours: and, in such a manner
s0 as to not interfere unreasonably with nommat business
activities. and to aliow interviews of any employees or others
who. might reasonably have information related to such
records. Further. Contractor agress to Include a similar right
of the Stafe to audit records and: interview stalf in amy
subcontract related to. performance of this Confract. The
State shall provide reasonable. advance written notice of such
audits} to the: Contractor,

47. FOLLOW-ON CONTRACTS:

a} [ the Contractor or its affiliates pdees Technical
Consulting and Direction (as defined below}, the
Conteactor and its afflliates:

(F Wit not be awarded a subsequent Contract to
supply the service or system, or any significant
companent thereaf, that is: used for or In connection
with any subject of such: Technicai Consulting and
Biraction; and

(iiy will not act as consultant to any person or entiy

" fthet does receive a Coptract descdbed jn sub-
seetion (). This prohibition will continue for one: (t)
year after termination of this Contract or completion
of the Technical Consulting and Direction;
whichever comes later.

b} “Technical Gonsulting and Pirection” means services. for

which the Contractor reae{ved compensation from the

State and includes:

() development of or assistance in the: devetopment of
work statements, specifications, solicitations, er

. feasiblity studies,

¢y development or design of test requirements;

{iii evaluation of test data;

(v} direction of or evaiuation of another Contractor;

(v} provision of formal recommendations regarding the
acquisition of Infermation Technology products o
services; or

vy provisions of formal recommendations regarding
any of the above, For purposes of this Section,
“afiiliates™ are: employees, direcfors, partners, joint
venture  pariicipants, parent  corporafions,
subsidiaries, or any other entity controlled by,
controlling, or under common conirol with the

48.

49,

50.

Contractor. Control exists when an entity owns or
directs more than fifty percent (50%) of the
ouistanding shares or. securities: representing the
right to vate for the election of directors or other
managing authority,

¢} To the extent permissible by law, the Director of the
Department of General Services, or designee, may
waive the restrctions set forth In this Section by written
nafice to the: Conteaclor if the Director determines their
application would not be in the State’s best interest.
Except as prehibited by law, the restrictiens of this
Section will not apply:
iy to follow-on advice given by vendors: of commercial
- offthe-shelf products, including Sofiware and

Hardware, on the operation, integration, repair, or
- maintenance: of such producis after sale; or
(iy where the Stale has entered Inta a master
agreement for Software or services and the scope
of work at the fime of Centract execution expressly
calls: for fufure tecommendations among the
Contractar's. evin: praducts,

d)} The restrictions set forth in this. Section are in addition io
conflict. of .interest restrictions. imposed on public
Contractors by Califoenia law (‘Confiict Laws™). In the
event of any inconsistency, such Gonflict kaws override
the provisions of this Seclion, even. if enacted after
execution of this Contract.

PRIORITY HIRING CONSIDERATIONS: If this Contract
includes services in excess of $200,000, the Contractor shall
give priority consideration in filling vacancles In positions
funded by the Contract to qualified recipients: of aid under
Welfare and Institutions: Gode Section 11200 in accordance:
with PCC Section 10353..

COVENANT AGAINST GRATUITIES: The Contracior
warrants that nio grafuities (in the form of entertainment, gifts,
or otherwise} were offered or given by the Contractar, or any
agent or representative of the Contractor, 1o any officer or
employee of the State with a view toward securing the
Contract or securing: favorable treatment with respect to any
deferminations concerning the performance of the Contract.
For breach or violation of this warranty, the State shall have
the right to terminate the: Gontraet, elther in whole er in part,

-and any loss o damage sustained by the State in procuting

on the: open market any iflems which Contraclor agreed to
supply shall be borne. and paid: for by the: Contractor. The
rights. and remedies of the State: provided in this clause shall
not be exclusive and are in addition to any other rights and
remedies pravided by law or in equity.

NONDISCRIMINATION CLAUSE;
a). During the performance of this Contract, the Contractor
and its subconfractors shalt not unlawfully discriminate,
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5.

52.

harass. or allow harassment, against any employee or
applicant for employment because of sex, sexual
orientation, race, color, ancestry, religious creed,
pational origin, disability (including -HIV and AIDS)
medical condition (cancer), age, marital stafus, and
denial of family care leave. The Contractor and
subcontractors shall insure that the evaluation and
treatment of their employees and - applicants for
employment are free from such discrmination and
harassment. The Canfractor and subcontractors shall
comply with the: provisions of the Fair Employment and

Housing Act (Govemment Code, Section 12990 et seq.} .

and the applicable regulations. promulgated: thereunder
(California Code of Reguiations, Tille 2, Section 7285.0
el seq). The applicabla regulations of the Fair
Employment and Housing Commission implementing
Govemnment Code Section 12000 (af} set forth in
Chapter § of Division 4 of Title 2 of the California Code
of Regulations are incofporated Into this Contract by
reference and made a part hereof as if st fosth in full,
The Contractor and ifs subcantractors shall give written
nofice of their obligations under this clause to labor
organizations with which they have a colleclive
bargaining or other agreement.

b} The Contractor shall Include the nondiscrimination and
compliance provisions of this clause in all subcontracts
ta perfarm work under the Contract,

NATIONAL LABOR RELATIONS BOARD CERTIFICATION:
The Contractor swears under penalty of pesjiry that no more
than one final, unappealable finding of contempt of coust by a
federat court has been issued against the: Contractor within
the immediately preceding two-year period because of the
Contractor's fallure to comply with an order of the Nationat
Labor Relations Board. This provision s requived by, and
shall be construed in aceordance with, PCC Section 10296.

ASSIGNMENT OF ANTITRUST ACTIONS: Pussuant to
Govermment Code Sections 4552, 4553, and 4554, the
faliowing provisions are incosporated heyein:

a)} Insubmitting an offer to the State, the supplier offers and
agrees that if the offer is accepted, # will assign to the:
State all rights, fitle, and interest in and to all causes of
action it may have under Secfion 4 of the Clayfon Act
{15 U.S.C. 15} or under the Carbwright Act {Chapter 2,
commencing with Section 16700, of Part 2 of Division 7
of the Business. and Professions Code}), asising from
purchases of Gaods, material or other tems. or services
by the supplier for sale te. the Siate pursuant to the
solicitation, Such assignment shall be made and
become effective at the time the State tenders final
payment to the supplier.

by If the State receives, either through judgment or
seftlement, a monetary recovery for a cause of action

53.

assigned under this chapter, the assignor shall be
entitied to receive reimbursement for actual legal costs
incurred and may, upon demand, recover from the State
any poriion of the recovery, Including reble damages,
attributable to overcharges that were pald by the
assignar but were noi paid by the State as part of the
offer price, less the expenses. incurred In obtaining that
portion of the recovery.

c} Upan demand in wiiting by the assignar, the assignee
shall, within one year from such demand, reassign the:
cause of action assigned under this part if the assignor
has been or may have been injured by the violation of
law for which the cause of action arose and
(D the assighee has not been injured thereby, or
(i) the assignee declines to file a court action for the

cause of action.

DRUG-FREE WORKPLACE CERTIFICATION: The
Contragtor certifies under penalty of perjury undes the laws of
the State of California that the Contractor will cemply with the:
requirements of the Drug-Free Workplace Act of 1980
{Govemment Code Section 8350 et seq.} and wilt provide 2
drug-free warkplace by taking the following actions:
ap Publish a statement notifving employees that untawful
manufacture, distribution, dispensafion, possession, of
use of a controlied substance is prohibited and
specifying actions to be taken against empioyeas for
violations, as required by Government Code Section
8355(a}.
by Establish a Drug-Free Awareness Program as required
by Government Code Section 83550} to Inform
employees about all of the following:
{§ the dangers of deug abuse in the werkplace;
il the person's ar organization’s policy of maintaining
a drug-free workpiace;
(i} any available counseling, rehabilitation and
employee assistance programs; and,
(¥} penalties that may be imposed upen employees for
drug abuse violations.
¢} Provide, as required by Govemment Code Secﬁon
8355(c), that every employee who works on the
proposed or resulting Contract:
(i} wil receive a copy of the company's drug-free
policy steterent; and,
(i} will agree to abide by the terms of the company's
statement as a condition of employment on the
Contract .

54. FOUR-DIGIT DATE COMPLIANCE: Contractor warrants

that it will provide only Four-Digit Date Compliant (as defined
below) Deliverables and/or services to the State. “Four Digit
Date Compliant” Deliverables and sendces can accurately
process, calculate, compare, and sequence date data,
including without Emitation date data atising out of or relating
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56.

57.

to leap years and changes in centuries. This warranty and
representation is subject to the wamanty terms and

conditions. of this Contract and does not limit the generality

of watranty obligations set forth elsewhere herein.

SWEATFREE CODE OF CONDUCT:

ax Contractor declares under penalty of perury that no
equipment, materials, or supplies furnished: to the State
pursuant to the Gontract have begn praduced In whole
or in part by sweatshop labor, foreed labor, convict labor,
indentureq; labor under penal sanclion, abusive forms of
chilg labor or expleitation of children in: sweatshap labor,
or with the benefit of sweatshop labor. forced laboz,
convict labor, indentured labor under penal sanction,
abusive forms of child: labor or exploitation of children in
sweatshop labor. Contractor further declares under
penaity of perjury that they adbere to ihe Sweatfree
Code of Conduct as set forth on the Galifornia
Department of Industrial Relafions website located at
www.dir.ca.aov. and Public Contract Cade Section 6108.

h) Contractor agrees to cooperate fully in providing
reasonable access to iis records, decuments, agents or
employees, oF premises: if reasonably - required by
aythorized officials: of the State, the Departmenf of
industrial Relations, or the Pepartment of Justice to
determine  Confraclor's  compliance with  the
requitements under paragraph (a),

RECYCLED CONTENT REQUIREMENTS: The Contractor
shali certify in writing under penalty of perjury, the minimum, if
not exact, percentage of postconsumer materiat as defined in
the Public Contract Code (PCC}. Section 12200-12209, in
products, materials, goods, or supplies offered or Sold to the
State that falf under any of the statutory eategories regardiess
of whether the product meets the requirements of Section
12208, "The cerlificafion shall be providad by the contractor,
even if the product or good containg ne: postconsumer
recycled material, and even If the pestconsumer content is
unknown. With respect to prinfer or duplication cartridges
that comply with the requirements of Section 12156(g}, the:
certification required by this subdivisian shall specify that the:
cartridges se comply (PCC 12205 (hj(2)). A state agency
contracting officer may waive the: certification. requirerents if
the percentage of postconsumser material in the products,
materials, goods. or supplies can be verified in a wiitten
advertisement, including, but not imited to, a product fabe, a
catalog, or a manufacturer or vendor infemet web site:
Confractors are te: use, to the maximum extent economically
feasible In the performance of the contract wedt, recycled
content products (PCC 12203(d}}.

CHILD SUPPORT COMPLIANGE ACT: For any Contract in
excess of $100,008, the Contractor acknowledges in
accordance with PCC Section 7110, that:

§8.

60.

61.

62,

a) The Contractor recognizes the importance of child and
family support obligations and shall fully comply with all
applicable State and federal laws relating to child and
family support enforeement, incliding, but not limited to,
disclosure of information and compliance with earnings
assignment ordérs, as provided in Chapter 8
(commenting with Séction 5200) of Part 5 of Division 9
of the Family Code; and

b) The Contractor, to the best of its knowiedge is fully
complying with tfie eamings assignment orders of all
eiployees and Is pioviding the names of all new
employees to the New Hire Registry maintained by the
Califomia Employment Development Dapartment.

AMERICAN WITH DISABILITIES ACT: The Contractor
assurés the Stafe that the Contractor coiviplies with the
Americans with Disabllities: Act of 1990 (42 U.S.C. 12101 et
sed.). '

ELECTRONIC WASTE RECYCLING ACT OF 2003: The
Contractor cérlifies that it complies with. the applicable
requirements of the Electrofiic. Waste. Recydling Act of 2003,
Chapter 8.5, Part 3-of Division 30, cominencing with Section
42460 of the Public Resources Code. The Contractor shall
maintain documentation and provide reasenable access to its
records and documents that évidénce eomipliance,

USE TAX COLLECTION: In accordance with PEC Section
10295.1, the Contfactor certifies that it comiplies with the
requirements of Secticr 7101 of the Revenue and Taxation
Code. Contractor fuither certifies that it will immediately
advise the State of any change in its refailer's seller's permit
or certification of registration or applicable afffiate’s seller's
permit or cerfificate 6 registeation as descritied in subdivision
(a) of PGC Sectionh 102051,

EXPATRIATE CORPORATIONS: Coniractor hereby

* declares that it is ot an expatriate corporation or subsidiary

of &@n expatiate corporation within the meaning of PCC
Sections 10286 and 10286.1, and Is eligitile to Coritract with
the State,

DOMESTIC PARTNERS: For Contrdcts over $100,000
executed or amended after Januaty 1, 2007, the Contractor
certifies: that the Contractor is in compliance with Public
Contract Code Section 10295.8.

SMALL BUSINESS PARTICIPATION AND DVBE

PARTICIPATION REPORTING REQUIREMENTS:

a} If for this Centract the Contractor made a commitment to
achieve  small business: participation, then Contractor
must within 60 days of receiving finat payment under this
Contract (or within such other time period as may be
specified elsewhere: in this Contracf) report to the
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awarding department the actual percentage of small
business participation that was achieved. (Govt. Gode §
14841.)

b} If for this Contract Contractor made a commitment ta
achieve disabled veteran business enterprise (DVBE)
participation, then Contractor must within 68 days of
receiving final payment under this Contract {(or within
such other time period as may be specified elsewhere in
this Contract) cetlify in a repot to the awarding
depariment: (1) the total amount the prime Confractor
received under the Contract; (2) the name and address
of the DVBE(s) that parficipated in the performance of

the Contract; (3) the amount each DVBE received from -

the prime Contractor; (4} that all payments under the
Contract have been made o the DVBE; and (5) the
actual percentage of DVBE paiticipation that was
achieved. A person or eniity that knowingly provides
false information shall be subject to a civil penally for
each violation. (Mil, & Vets. Code § 999.5(d%;
Govt. Gode § 14841.)

64. LOSS LEADER: I is uniawful for any person engaged In

business within this state to sell ar use any arficle: or prodiuct
a8 g “loss leader” as defined n Section 1703 of the Busingss
and Professions Code. (PCC 12104.5(b).).

[o] COND

65. CMAS -- CONTRACTOR'S LICENSE REQUIREMENTS:

Contracts that include installafion or the wording ‘Fumish angd

Install” require at the time of Contract award that Contractors

possess a valid Gafiforia State Contractor’s License. If syb-
Contractors, are used, they must also possess a valid

. California State Confractor's License, Al businesses which

construct or aiter any buliding, highway, road, parking faciity,
railcoad, excavation, or other structure in Califomia must be
licensed by the California State License Board (CSLB) i the:
total cost {labor and materiais} of the project is $500.00 or
more. Failure to be licensed or to keep the license current
and in good standing shaii be grounds for Gontract
revocation.

CMAS -- PUBLIC WORKS REQUIREMENTS

(LABORANSTALLATION): )

a} Pror to the commencement. of performance, the
Contractor must obtain and provide to the State. a
payment bond, on Standard Form 807, when the
Contract involves. & ' public works expencilure
(lahorfinstaliation costs) in excess of $5,600. Such bond
shall be’in a sum not less than cne hundred percent
¢100%} of the Cantract price.

b} In accordance with the provisions of Section 1773 of the
Gallfomia Labor Code, the Contractor shall, conform and
stipulates. to the general prevailing rate of wages,
including emplayer benefits as defined in Section 1773.%

&

of the California Labor Code, applicable te the classes of

labor to be used for public works such as at the delivery

site for the assembly and instalation of the equipment or
materials under the purchase order. Pursuant to Section

1770 of the California Labor Code, the Department of

Industrial Refations has ascertained the general

prevalling rate of wages in the county in which the work

is to be done, to be as listed in the booklet entitled

General Prevailing Wage Rates. The booklet is

compiled monthly and capies of the same are availabie

from the Department of Industrial Relations, Prevailing

Wage Unit at wwwdircagov (select Stafistics &

Research} or (415} 703-4774. The booklet is required to

be posted at the job site.

The Contractor hereby certifies by signing this Contract

that:

i} Contractor has met or will comply with the
standards of affirnative compliance with the Nom-
herein; -

ily Contractor is aware of the provisions of Section
3700 of the Labor Code that require every
employer to be imnsured against liability for
werkmen's compensation or te undertake self-
Insurance in accordance with the provisions of that
Code, and Contractor will comply with such
provisions before commencing the performance of
the work of the purchase order.

Laws to be Observed

i Labor

Pursuant to Section 1775 of the Californla Labor
Cade the Contractor shall, as a penally to the State
or Political subdivision on whose behalf the purchase:
order is made or awarded, forfeit nat more thar fifty
(350.00) for each cafendar day, or portions thereof,
for each worker pald by him or subcontractor under
him, less than the prevalling wage so sipuiated; ang
in addifion, the Contractor further agrees to pay fo
each workman the difference between the actuat
amount paid for each calendar day, or portions
thereof, and the stipulated prevailing wage rate for-
the same. This provisicn shall not apply to property
indentured apprentices.

Putsuant to Sections 1810-1815 of the California
Labor Code, inclusive, it is further agreed that the
maximum haurs a warker is to: be employed is limited.
te eight hours a day and forly hours & week and the:
Contractor shall forfelt, as a penalty to the State,
twenty-five ($25) for each worker employed In the
execution of the purchase order for each ealendar
day during which a workman is, required or permitied
to labor more than eight hours i any calendar day or
more than forty hours in any calerdar week, in

REVISED AND EFFECTIVE SEPTEMBER 8, 2014

PAGE 17 OF 23




GSPD-401iT-CMAS

CALIFORNIA MULTIPLE AWARD SCHEDULES (CMAS)
GENERAL PROVISIONS - INFORMATION TECHNOLOGY

violation of Callfornia Labor Gode Sections 1810~
1815, inclusive.

iy Worker's. Compensation Insurance
The Contractor will be required to: secure the
payment of compensation to its employees in
accordance. with the provisions of Labor Code
Section 3700,

iy Travel and Subsistence Payments
Travel and subsistence: payments shalk be: paic te:
@ach warket nesded to. execute the wok, as such
travel and: subsistence payments are definad In the:
applicable: collective hargaining agreements: filed in
accordance with Labor Code Section 1773.8.

iv} Apprentices o
Special attention: is directed to Sections 1777.5,
1777.8, and 1777.7 of the California Labor Code and
Title 8, Callfornia Administrative: Gade Seefion 200 et
seq. Fach Contractor and/or subcantractor must,
prior to commencement of the: public works:
Contract/purchase arder, contact the Division of
Apprenticestip Standards, 525 Golden Gate
Avenue, San Francisca, CA, ot one of its. branch
offices te . insure compliance and complete
understanding of the law regarding apprentices and:

specifically the required ratio thersunder.
Responsibility fer compliance with this. section lles
with the prime Conteactor.

v} Payroll

The Contractor shalt keep: an accurate payroll record!
showing the name, soctal security accatnt, and wogk,
classification: specific and straight tire and overtime:
hours worked by each-employee. A ceriified copy of
the employee’s payroll tecord; shall be available: for
inspection as specified in Section 1776 of the
California Labaor Code,

67. CMAS - TERMINATION OF CMAS CONTRACT:

68.
" minimum purchase of Contractor's products or services by the

a) Thie State may terminate this CI#AS: Contract at any time
upon 30 days prior written natics.

b} If the Contracter's GSA Multiple Award Schedule is

. terminated within the term of the OMAS Contract, the
CMAS Contract shall also be considered terminated on
the same date.

o) Pror to the expiration of this CMAS Contract, this
Contract may be temninated for the convenience of bath
parties by mutual consent. '

d} This provision shalt not relieve fhe Contractar of the
obligation to: perform under any purchase order or other
similar - ordering document executed prier to the
termination becoming efiective.

CMAS — CONTRACT AMOUNT: There is no:guarantee of

State.

70.

7.

CMAS - Debarment Certification (Federally Funded
Contracts): When Federal funds are being expended, the
prospective recipient of Federat assistance funds Is required
to ceriify to the Buyer, that neither it nor its principals are
presently debarred, suspended, proposed for debarment,
declared ineligible, or voluntarily: excluded from participation
in this transaction by any Federal department or agency.

CMAS - PURCHASE ORDERS FUNDED IN WHOLE OR

PART BY THE FEDERAL GOVERNMENT: All Contracts

(including individual orders), except for State construction

projects, which are funded in whole or in part by the federat

govemment may be canceled with 30 day notice, and are
subject to the following:

a) It is mutuelly understood between the: parties that this
Contract (orders may have been written before
ascertaining the availability of congressional
appropriation of funds, for the mutual benefit of both
partiés, in ardar to aveid program and fiscal delays
which: would oceur i the Contract {order) were
executed after that detarmination was made.

b} This Contract (order} is valid and enforceable only if
sufficlent funds are imade available to the State by the
United " States Govemment for the ' fiscal year during
which the order was generated for the: purposes of this
program. In addition, this Cantract (order} is: subject to
any additional restrictions, limitations, or conditions
enacted by the Catigress or any statute enacted by the
Cangress that may affect the provisions, ferms or
funding. of this: Contract {arder} in. any manrier,

c} It is mutually agreed that if the Congress does not
appropriate sufficient funds for the program, this
Contract (order} shall be amehded to reflect any
reduction in funds. The department has the option to
void the Contract (arder) under the 30-day cancellation
clause or to amend the: Contract to: reflect any reduction
of funds,

CMAS -~ CONFLICT OF INTEREST:
a) Current State Employees (Public Contract Code Section

10410):

i} No officer or employee shall engage in any
employment, activity or enterprise from which the
officer or employes recelves compensation or has &
financiat interest and' whick is sponsored or funded
by any State agency, unless the: employment, activity
or enterprise is required as a cendition of regular
State employment.

ily No offieer or employee shall Gontract on his or her
own behalf as an independent Contractor with any
State agency te: provide Goads or services.

b} Former State Emplayees (Public Contract Cede Section
104115

I} For the two-year pericd from the date hie or she left

State employment, no former Staté officer or
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72,

73.

74.

75.

- withhold not less than 10 percent of the Coniract price unti

»

aemployee may anter inte a Conract in which be o
she engaged in any of the negotiations, transactions,
planning, arrangements or any part of the decision-
making process relevant to the Contract while
employed in any capacity by any State agency.

i} Fos the twelve-month period from the date he or she
left State employment, no former State officer ar
employee may enter into a Confract with any State
agency ¥ he or she was employed by that Stafe
agency In a polficy-making position in the same
general subject area as the pioposed Contract within
the twelve-month periad priok to his or her leaving
State service.

CMAS - SUBCONTRACTING REQUIREMENTS:

Any subcontractor that mecMASsuppwmmueeh
fulfiling the requirements of this Contract (order), and which
is expected to receive move than ten (10} percent of value of
the Contractipurchase order, must also meet ali Confractual,
administrative, and technical requlrements af the Contract
(order}, as. applicable.

CMAS -- RENTAL AGREEMENTS:

The State does not agree to:

Indemnify a Gontractor;

Assums responsibliity for matters beyond its. controk,
Agree to make payments in advance;

Accept any other provision creating & contingent iability
against the State; or

s Agree o abtain insurance fo proiect the Gondractor.

The State's responsibility for repairs and liabiity for damage
cor loss is restricted to that made necessary by or resulting
from the negligent act or omission of the State or s officers,,
empioyees, or agents.

¥ the Confractor maintains the equipment, the Contractor
must keep the equipment in good working ordsr and make al
necessary repairs and adjusiments without qualification. The
State may tesminate for default or cease paying rent should
the Contractor fall to-mainiain the equipment propesiy.

2 »

»

Personal property taxes are not generally reimbursed when
leasing equipment (SAM 8736}%

CMAS — LEASE (Lease $Mart ™): If an agency desires to
lease through Lease $Mart ™, the Confracior agrees to seltto
lessar the assets at the: same price as they agree to self to
the State.

CMAS — PROGRESS PAYMENTS & RISK ASSESSMENT:
In accordance with FCC 12112 agencies are required to

final delivery and acceptance of the Goods or services, for
any Contract that provides for progress payments in. 2

76.

Contract for [T Goods or services to be manufactired o
performed by a Contractor especially for the State and net
suitable for sale to others in the ordinary course of the
Cantractor’s business.

tntedim Risk Assessment guidelines and financial protection
measures are detailed in PCC 12112 for agencies. to use to
determine their applicability to agency projects.

CMAS ~ QUARTERLY REPORTS: Contractors are required

to submit quarterly business acfivity repaits, as specified in
this Contract, even when there is no adiivity, A separate

report is required for each Confract, as differenfiated by alpha

suffix,

CMAS - CONTRACTOR EVALUATION: in accordance with
PCC 10367 ang 10369, performance of the Contractor under
orders Issued against this Contract will be evaluated. The
ordering agency shall complete a written evaluation, and if the
Cantracior did not saisfactorily perform the work specified, a
copy of the evaiuation wil be sent to the DGS, Office of Legal
Services, :
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STATE MODEL
CLOUD COMPUTING SERVICES SPECIAL PROVISIONS
(Software as a Service) '

THESE SPECIAL. PROVISIONS ARE ONLY TQ BE USED FOR SOFTWARE AS A SERVICE (SaaS), AS DEFINED BELOW. THESE
SPECIAL PROVISIONS ARE TO BE ATTACGHED TO THE GENERAL PROVISIONS ~ INFORMATION TECHNOLOGY AND ACCOMPANIED
BY, AT MINIMUN, A STATEMENT OF WORK (SOW) AND- SERVICE LEVEL AGREEMENT (SLA}, STATE AGENGIES MUST FIRST:

A
B.

C.

1,
a)

b}

c)

d}

&}

3}
b)

CLASSIFY THEIR DATA PURSUANT TO THE CALIFORNIA STATE ADMINISTRATIVE MANUAL (SAM) 6305.5;
CONSIDER THE FACTORS TQ BE TAKEN INTO AGCOUNT WHEN SELECTING A PARTIGULAR TECHNOLOGICAL

" APPROACH, IN: ACCORDANCE WITH SAM 4981.1, 4983 AND 4983.1 AND THEN;

MODIFY THESE SPECIAL PROVISIONS THROUGH THE SOW AND/OR SLA.TO MEET THE NEEDS OF EACH ACQUISITION.

Definltions

“Cloud Software as a Service (§aaS)" - The capability provided to the consumer is to use applications made available by the
provider running; of a cloud: infrastructure. The applications are accessible from vardeus client devices through a thin client Interface
such as a web browser (e.g., web-hased email}. The censumer does not manage or control the underlying cloud infrastructure.
including network, servers, operating systems, stosage, or even individual application capabilities, with the possible exception of
limited user-specific application configuration seltings.

“Cloud Platfoim as a Service (PaaS)" - The capability provided to.the consumer is: to: deploy: onte: the: cloud infrastructure. consumer-
created or acquired applications created using: programming, fanguages. and tools supperted: by the providas. The consumer dees nat
manage or control the underlying cloud: infrastructere Including: nefwork, servers, operating systems; of storage;, but has confrol over
the deploved applications and possibly application hosting environment configurations.

“Cloud Infrastructure as a Service (laaS)" - The capability provided to the consumer is to provision processing, storage, netwotks,
and other fundamental computing resources where the consumer is able to deploy and run arbitrary softwara, witich can include:
operating systems and applications. The consumer does not manage or control the: underlying: cloud infrastiucture: but has: control
over operating systems; storage, deployed applications, and possibly imited control of select networking components (e.g.. host
firewalls}.

"Data” - means any information, formulae, algorithms, of other content that the State, the State’s einployees, agents, and endusers:
upload, create or madify using the SaaS pursuant te this Contract. Data also includes user identification; information and metadata
which may contain Data or from which the State’s: Data may be ascertainable:

“Data Breach” - means any access, destruction, loss, theft, use, modification er disclosure: of Pata by an unautharized party orthat is
in violation of Contract terms: and/or applicable state or federal law..

“Recovery Point Objective {RPQ)" - means the point in time to which Data can be recovered and/or systems restored when service
Is restored after an interruption. The Recdvery Point Objective is expressed as a length: of time between: the interruption and: the mast
proximate backup of Data-immediately preceding the intepruption. The RPOQ is; defailed inithe SLA. -

“Recovery Time Objective (RTO)" - means. the period of time within which information technology services; systems, applications.
and functions must be recavered following an unplanned: intemuption. The RTQ is defailed in the SLA.

Terms

SaaS AVAILABILITY: unless otherwise stated in the Statement of Work,

The Saa$ shalt be available: twenty-four (24) hours per day, 365 days per year (excluding agreed-upon maintenance dowatime}.

If SaaS monthly availability averages less tham 99.9% (excluding agreed-upon maintenance downtime}, the State shall be entitied to
recover damages, apply credits or use other contractual remedies as sei fosth in the Statement of Worlc.

If SaaS monthly avallability gverages less than 9%:.9% (excluding agreed-upon maintenance downtime}, fos three (3) or mare months
in a ralfing twelve-month periad, the State may ferminate the contract for material breach: in accordance with: the Termination for
Default provision in the Generat Provisions — Information Technology.

Contractor shall provide. advance wiitien notice-fo the State in the manner set forth in the Statement of Work of any major upgtades or
changes that will affact the SaaS availabllity.

DATA AVAILABILITY: Unless otherwise stated in the Statement of Work,
The Data shall be avaltable tweniy-four (24} hours per day, 365 days per year (excluding agreed-upon maintenance downtime}.
If Data monthly availabllity averages. less than 99.9%. (excluding: agreed-upon maintenance downtime}, the State shall be entitled to
recover damages, apply credits or use other contractual remedies as set forth in the Stetement of Work if the State is unable to.
aceess the Data as a result of:

1)  Acts or omission of Contractor;

2) Acts or omissions of third parties working on behalf of Centractor;
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6

3) Network comprorise, network intrusion, hacks, introduction of viruses, disabling devices, malware and other forms of attack
that can disrupt access to Coniractor's server, fo the extent such attack would have: been prevented by Condsactor taking
reasonable industry standard precautions;

4) Power outages ar m:mbmlmmmmmmwmmmmmmmmmam

or express control.
If Data monthly availability averages less than 99.9% (excluding agreed-upon maintenance downtime), for three (3) or more months in
a rolling twelve-month period, the State may terminate the contract for matesiat breach in accordance with the Termination for Defaukt

provision in the General Provisions — Information Technology.

Saa$S and DATA SECURITY:
in addition to the Compliance with Statites and Regulations provision set forth in the: General Provisions — Information Technology,
Contractor shall certify to the Stafe: .
)] Msmwammmmmwnwpmnmrgmmmcm
2} Compliance with the: foliowing:
L The California information Practices Act (Civik Cade Sections 1798 et seq.k
k.. Security provisions. of the Califomia State: Administrative: Manual (Chapters 5100 and 5300% and the: Califoeria Staleside:
information Management Manual (Sectlons 58C, 58D, 66B, 5305A, 5310A and B, 53254 and B, 5330A, B and C, 53404,
B and C, 5360B);
k. Underga ar annual Statement on Standards for Attestefion Engagements (SSAE} No. 16 Segvice: Onganization: Conivol
(S0C) 2 Type U audit. Audit restits and Gantractoe's plan to casvect any negative findings shalt be made avallable to the
State upon request; and
. Privacy provisions of the Federat Privacy Act of 1974
3} Compliance with applcable industry standards and guidelines, including but ot limited to relevant security provisions of the
Paymeni Card Industry (PCl} Data Security Standard (PCIDSS) including the PCIDSS Cloud Compitfing Guidedines.
Contractor shatl implement and maintain ali appropriate administrative, physical, technical and procadural safegyards in accordance
with section a) above at alt imes during the term of this Contract fo secure such Data from: Data Breach, protect the: Data and the:
Saa$ fram hacks, introduction of vituses, disabling devices, malware and other forras of malicious. or inagivertent acts that can disrupt.
the State’s aceess ta its Data.
Cortracter shalt alfow the State reasonable access 1o SaaS sacusity [0gs, latency stafistics, and other related SaaS security data that

. affect this Conlract and the State’s Data, st no cost fo the State.

Contractor assumes responsibikty for the security and confidentiafity of the Data under s confrot.

No Data shalt be copied, mwmmwmmmmmmumdw during
the Contract period without priar writien nofice to and writien appraval by fhe State, ’

Remote access to Data from outside the: confinentat United States, including remote access to Data by authorized SaaS suppost staff
in identified support centers, is prohibited unless approved in advance by the State Chief information Security Officer.

ENCRYPTION: Confidential, sensitive or personal information shalt be encrypted in accordance with Calfifomia State Administrativer
Manual 5350.1 and Califormia Statewide Informafion Management Manual 5305-A.

DATA LOCATION: -Unless otherwise stated in the Statement of Wotk and approved in advance by the State Chief information
Security Officer, the physical locatien of Contractors data center whese the Data s siored shall be within the continental Uniled

- States,

7

RIGHTS TO DATA: The pattics agree fhat as. between them, wmmwmmnmmmmmm
remain the exclusive property of the State, and Confractor hias a limited, non-exclusive license o access and use the Data as
provided to Contractor solely for performing its obligations under the Contract. Nothing herein shall be coastrued: te.confer any license
or right to the Data, including user fracking and excepfion Data within the system, by implication, estoppel or otherwise, under
copyright or other intellectual psoperty dights, te any third pary. tinauthorized use of Data by Contractor or third patties Is prohibited.
For the purposes: of this requirement, the phrase “unauthorized use® means the data mining or processing of daia, stored o¢
transenitted by the service, for unrelated commercial purposes, advertising or adverlisingrrelated purposes, or for any other puspose
other than security or service delivery analysis that is not explicitly authorized.
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a)

b}

d)

e)

10)

TRANSITION PERIOD:

For ninety (90} days. prior to: the: expiration date of this Contract, ar upon notice of termination of thls; Qom:aet Contractor shall assist
the State In extracting and/or transitioning all Data in the: format determined by the State (“Transition Period"),

The Transition Period may be modified in the SOW oras agreed upon In writing by the parties in a confract amendment.

During the Transition Period, Saa$ and; Data access shall cantinue to be made avallable to the State without alferation.

Contractor agrees to compensate: the State for damages: or losses the: State: incurs as & result of Camfragtor's failure: to: comply with
this section in accordance with the Limitation of Liability provision set. forth in the General Provisions - Information Technology.

Unless otherwise stated in the SOW, the Contractor shali permanenty destrey ar render inacesssible any posion of the Data in
Contractor's anid/or subcontractor's possession or controt follawing the expiration of all obligations in this section. Within thirty (30}
days, Contractor shall issue a written statement to the State confirming, the destruction or inaccessibility: of the States. Data.

The State at its option, may purchase additional transition services as. agreed upon in the SOW,

DATA BREACH: Unless otherwise stated in the Statement of Werk,
Upen discovery or reasonable belief of any Data Breach, Contractor shalt notify: the State by the fastest means available and also in
writing, with additionat notification provided to the Chief Information Security Officer or designee of the contracting agency. Contraetor
shall provide such nofification within: forty-eight (48} hours. after Contragtor :easonably beffeves there has been such a Data Breach.
Gontractor's nefification:shalk identify:

1 The nature of the: Data: Breach;

2} The Data accessed, used: or disclosed;

3) The person(sy who accessed, used, disclosed andlor received Data (i knowmj:

4) What Contractor has done orwill do to quarantine and mitigate the Data Breachs arid

8 What correclive action Contractor has taken orwill take to. prevent future: Data Breaches.
Contraetor will provide daily updates, or more frequently If required: by the State, Fegarding findings: and aclions performed: by
Contractor untit the Data Breach has been effactively resolved to the State's. satisfaction.
Contractor shall quarantine the Data: Breach, ensure secure aceess: to Data,, and repair Saas as: needed: In: accordamnce: wiffx the SLA.
Failure to:do so. may result in the: State exercising its aptions for assessing; damages: or other remedles undee this Contract.
Notwithstanding anything to the: conttary in the General Provisions - Information Technology, in performing services under this
Contract, and to the extent authorize by the State in the Statement of Work, Contractor may be permitted by the State tq use
systems, or may be granted access to: the State systems, which store, fransmit or process State: owned, licensed oF malntalned
computerized Data consisting of personal information, as defined: by Civit Coder Section 1798.29 (g} If the Cantractor causes ar
knowingly experiences a breach. of the: secueity of such Data, Gontractor shalt immediately repost; any breach. of seeurity of such
system to the State following discovery of notification of the breach in the: security of such Data. The State’s Chief Information
Security Officet, or designee, shall determine whether notification to the individuals whose Data has been fost or hreached is
appropriate. If personal information of any resident of Galifornia was, or is reasonably believed to have been acquired: by an
unauthorized person as a result of a security breach of such system; ang Data that |s not due: to: the: fault of the: State: » QF BRY Person ar
entity under the control of the State, Contractor shall bear any and alt costs assaciated with the State's nafification: abligations. and
other obligations: set forth in Civit Gode- Section. 1798.29: (9} a5 welt as the: cost of credit manitosing, subject to the dallae limitation, if
any, agreed to by the State and Contractor in the applicable Statement of Work. These costs may Include, but are not imited to, staff
time, material costs, postage, media announcements, and: other identifiable costs asseciated with the: breach: of the: security of such
personal information.
Contractor shall eonduct an investigation of the Date Breach and shall share the report of the liwestigation with thes State. The: State
andfor lis authorized agents shalt have the right to lead ¢f required by law) or parfielpate In the: investigation. Cantractor shall
caoperate fully with the State, its agents and law enforcement.

DISASTER RECOVERY/BUSINESS CONTINUITY: Unless otherwise stated in the Statement of Work,
In the event of disaster or catastrophie failure. that results: im: significant Data loss or extended loss. of access tor Data, Contractor shall
notify the State by the fastest means avaitable and alse in writing, with: additional notification provided to thé Chief Information Security
Officer.or designee of the: conteacting ageney. Contractar shalll provide such notification: withir: twenty-four (24) hours after Gontractor
reasonably befieves thete has heen such a disaster or catastrophic failure. In the notification, Contastor shall infomn the State of:

1} The scale and quanfity of the Data. loss; :

2) What Contracter has done or will do. to recover the Data and mitigate any deleterious effect of the Bata loss; and

3} What comective action Gontractor has: talken: or will take to prevent fiture Data loss.,

4}  If Cantractor fails to respond immediately and: remedy the failure, the State may exercise its. options for assessing damages

or other remedies under this Confract.

REVISED AND EFFECTIVE SEPTEMBER 8, 2014 o PAGE 22 OF 23




CALIFORNIA MULTIPLE AWARD SCHEDULES (CMAS)
STATE MODEL
CLOUD COMPUTING SERVICES SPECIAL PROVISIONS
(Software as a Service)

b}

a

11}

a)

Contractor shali restore continuity of SaaS, restore Date i accordance with the RPO and RTO as set forth in the SLA, restere
accessibilily of Data, and repair SaaS as needed to meet the performance requirements stated in the SLA. Failure to do so may result
in the State exercising its aptions for assessing damages or other remedies under this Contract.

Contractor shall conduct an investigation of the disaster or catastrophic fallure and shalt share the report of the investigation with the:
State. memakaammawswmwmwmmsﬂmwmwmnmmwm
Centractor shalt cooperate fully with the State, its agents and law enfarcement.

EXAMINATION AND AUDIT: In addition to the Examination and Audit provision set forth in the Gewesal Prowvisions - Information
Technology, unless othernise stated in the Statement of Wosk:

Upon advance wiitten request, Contractor agrees that the State or its designated representafive shall have access to Gonfractor's
SaaS, operational documentation, records and databases, including online inspections, thal relate to the SaaS purchased by the

. State.

b}

o)

12)

The online inspection shall aliow the State, its authorized agents, or & mutually accepiable third parly to test that conrols: are: in place:
and working as infended. Tests may include, but not be limited to, the following:

1}  Operating system/network vulnerahliity scans,

2} Web application winesability scans,

3} Datahase application vuinerabifty scans, and .

4} Any otherscans to he performed by the State or representaiives en behalf of the Siale.
After any significant Data loss e Data Breach or as a result of any disaster or catastrophic failure, Coniractor wilf at its expense Rave
an independent, industry-recognized, State-approved third pasty performs an infosmation security aud®. The audit results shali be
shared with the State within seven (7} days of Coniractor's receipt of such resulis. Upon Contractor receiving the reaults of the audit,
Contractor wilt provide the: State. with wrilten evidence: of planned remexdiation withix thisty (30) days and prompliy modily iés security
measures in order to meet its obligations under this Contract.

DISCOVERY: Contractor shalt prosapily noiify the State: upen recelpt of any requests wivich kn any way might reasonably requise
access to the Data of the State or the: Stale's use: of the SaaS. Gentractor shalt notify the: State: by the: fastest means avsdlable and
also i weiting, with additional notification provided te the Chief lnformation Security Officer or designee of the consacting agency,
unless pronibited by law from providing such notification. Convactor shall pravide such nolification within forfy-eight {48) hours after
Contractor receives the request. Ceniractor shall not respond to subpoenas, senvice of procass, Public Records Ack reguests, and
other legal requesis disecied at Confractor regarding this Contract without first nofffying the: State unless peohibited by law from
providing such netification. Conlractor aprees to provide iis intended responses to the Stale with adequale fime for the State to
review, revise and, If necessary, sesk a protective onder in a court of competant huisdiction. Contractor shall not respond to legal
requests directed at the State unless authorized in writing to do so by the State. )
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